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Abstract—Web 3.0 represents the next evolutionary stage of
the Internet, characterized by a ‘“read-write-own” paradigm
that empowers users to control their own data. Driven by
advancements in edge technologies and rising concerns about
privacy and security, a growing number of Web 3.0 applications
have emerged, sparking widespread concern and research in
both the industrial and academic fields. To address the demands
for secure identity management, trustworthy data circulation,
and reliable network services, more emerging technologies be-
yond blockchain have been introduced to Web 3.0. However,
this integration has also introduced increased complexity and
ambiguity in Web 3.0’s implementation and future development.
Therefore, this survey aims to provide a systematic review of
Web 3.0, elucidating its definition, architecture, technologies,
ecosystem, and future directions. The main contributions include
identifying an adaptable Web 3.0 architecture that illustrates
the correlation of each layer and functionalities, summarizing
Web 3.0 workflow with three functions as identity management,
data publication and retrieval, and network service. Besides
that, this survey categorizes enabling technologies into five areas,
highlighting the comparison of different technologies. As the Web
3.0 application ecosystem flourishes, this survey further explores
use cases in finance, governance, and gaming, and introduces
evaluation criteria tailored for Web 3.0 applications. Finally, we
highlight some future research directions for the full realization
of Web 3.0. This survey outlines the current landscape and
advancements of Web 3.0, laying a solid foundation for future
research and standardization, with the ultimate goal of realizing
a decentralized and user-empowered digital infrastructure.
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I. INTRODUCTION

HE advent of Web 3.0 marks a revolutionary transition
Tin the digital landscape, characterized by decentralized
architectures, enhanced data privacy, and the proliferation of
blockchain technologies. Recent progress in this domain has
given rise to numerous emerging developments, ranging from
decentralized finance (DeFi) and non-fungible tokens (NFTs)
to advanced smart contracts and decentralized autonomous
organizations (DAOs). These innovations are not only reshap-
ing the way we interact with the Internet but also laying the
groundwork for a more inclusive and secure digital future that
is seen from the vein of the Internet.

A. Birth of Web 3.0

The term Web 3.0 denotes the third generation of the
Internet, a concept initially identified by Jeffrey Zeldman [1] in
2006. It emerged in response to the limitations and unfulfilled
needs of its predecessors, harnessing new technologies to
overcome these challenges. The story of Web 3.0 has been
told in many hold, however, to accurately define Web 3.0,
comprehending the evolutionary stages of Web 1.0 and Web
2.0 is vital.

In 1989, Tim Berners-Lee introduced the World Wide Web,
marking the inception of Web 1.0 during an era when the
Internet was bound to limited functions. This period was
characterized by users’ passively consuming content curated
and hosted by emails, web portals and yellow pages, such as
Yahoo, AOL, craigslist, MSN, etc., with limited interaction and
data exchange. Equipped with foundational web technologies
like web browsers powered by HTML with HTTP, Web 1.0
represents the dawn of the Internet era.

In contrast, Web 2.0 emphasizes the transition towards more
interactive, user-generated content and the proliferation of
social networks. Meanwhile, the evolution of mobile networks
from 3G to 5G has dramatically improved Internet accessi-
bility. The era of Web 2.0 introduced revolutionary services,
including social media, mobile payments, and content delivery
platforms. The participatory nature of Web 2.0 sparked a data
revolution, leading to the emergence of tech behemoths such
as Google, Facebook, Amazon, Tencent, etc., which now offer
a wide array of services to day-to-day life. Concurrently,
advances in cloud computing, the Internet of Things (IoT),
and artificial intelligence (AI) have seamlessly integrated
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Fig. 1: Comparison of Web 1.0, Web 2.0 and Web 3.0

the Internet into traditional sectors like manufacturing, en-
ergy, healthcare, finance, and logistics. This integration has
significantly boosted productivity, enhanced capabilities, and
achieved notable cost efficiencies.

The advent of increasingly sophisticated communication
networks and a wide range of online services covering ev-
ery angle of living, entertainment, work, and business has
led to a comprehensive digital transformation of our lives.
However, the inherent flaws of Web 2.0 have precipitated
a concerning status quo that users’ data are at risk. The
absence of an intrinsic digital identity means that data creation
and exchange are monopolized by platforms and services,
with login accounts serving merely as a makeshift solution
for the lack of genuine ownership and digital rights. In this
scenario, companies can control user data and may abuse it to
gain benefits, compromising the security and openness of the
Internet.

Distinct from its predecessors, Web 3.0 embodies the “read-
write-own” paradigm, empowering users with full control over
their data. Particularly, Web 3.0 envisions data as part of an
autonomous infrastructure, eliminating the dependency on spe-
cific services and platforms. This independence facilitates data
management and exchange without allegiance to any single
entity, thereby ensuring data ownership. This transformation
has laid the foundation for the emergence of valuable digital
assets, exemplifying the fundamental essence of the Internet
as an invaluable network. This represents the ultimate goal of
Web 3.0, where blockchain technology serves as a remarkable
foundation for its immense potential. A comparison of Web
1.0, Web 2.0, and Web 3.0 is illustrated in Fig.1.

B. Definitions of Web 3.0

The concept of Web 3.0 was initially introduced as the
Semantic Web, a vision proposed by Tim Berners-Lee in 2009
[2], [3], which aimed to solve the problem of data hetero-
geneity and improve data interpretability and interoperability
by extracting and linking data. It relied on frameworks such
as Resource Description Framework (RDF) to standardize

data relationships and enable interoperability across disparate
datasets.

The current understanding of Web 3.0, enriched by the
development of blockchain, diverges from the semantic Web
3.0 proposed by Tim Berners-Lee. In 2014, Gavin Wood, co-
founder of Ethereum, redefined Web 3.0 [4] as the next evo-
lutionary phase of the Internet, underpinned by the principles
of blockchain technology and the decentralization of network
ecosystems. Within this framework, Web 3.0 is envisioned
as a secure social operating system, facilitating decentralized,
anonymous, secure, and trustless exchanges among users.

Subsequent definitions have expanded on this foundation,
emphasizing features such as data ownership, decentralization,
and user-centric, secure network governance. Notably, Ding et
al. and prominent entities like Coinbase have characterized
Web 3.0 as a distributed network grounded in blockchain,
cryptocurrencies, and decentralized autonomous organizations
(DAOs), highlighting its capacity to empower users and en-
sure trustless, permissionless interactions [S5], [6]. Similarly,
Murray et al. define it as a new Internet paradigm built on
open blockchain technology, designed to decentralize online
experiences and enable users to control and monetize their
content [7]. Further elaborations by Cao et al. describe Web
3.0’s objectives as reducing centralization, enhancing security,
and supporting the creation and exchange of content, as well as
immersive experiences [8]. Recent studies have also explored
the integration of semantic communication with blockchain to
advance Web 3.0’s capabilities, arguing that such integration is
crucial for the decentralized transmission of content semantics,
supported by emerging technologies like virtual reality and
artificial intelligence [9]-[11].

From the above research, it is observed that Web 3.0!, char-
acterized by “read-write-own”, gradually becomes an umbrella
term encompassing emerging technologies like blockchain,
artificial intelligence, semantic technologies, and communi-
cation technologies. The core objectives of Web 3.0 can be
encapsulated as a novel network paradigm that amalgamates
these emerging technologies to address five key dimensions:

'As mentioned above, Web 3.0 is a conceptual description of the next
stage of internet development, initially referred to as the “Semantic Web” or
“Intelligent Web”, later incorporating characteristics such as data readability,
writability, and ownability. The concept behind Web 3.0 emphasizes the
evolution of the internet from the current to the next generation. On the other
hand, Web 3 is a more specific term, typically referring to a decentralized
network architecture based on blockchain technology. It emphasizes the
importance of individual data rights, decentralized applications, digital asset
ownership, smart contracts, and the vision of realizing the next generation of
the internet through blockchain.

In the field of the internet and technology, the usage and definitions of
terms often evolve with time and industry developments. Regarding the terms
“Web 3” and “Web 3.0”, they may sometimes be used interchangeably or
confused by people in certain contexts, leading to a trend of convergence
between these terms. Although there were initially some distinctions in the
descriptions of “Web 3” and “Web 3.0”, the understanding of these terms
has gradually become more unified, with many considering them as different
expressions of the same concept. Especially when discussing new-generation
internet technologies like blockchain, decentralized applications, and smart
contracts, “Web 3” and “Web 3.0” might be seen as two ways of describing
the same concept.

Throughout this survey, we have solely used the term Web 3.0 to refer to
the next generation of the internet, considering it as a broader concept that
encompasses Web 3.
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o Decentralization and Democratization: Web 3.0 is en-
visioned to counteract the centralization issues attributed
to the dominance of technology giants by reconstructing
a decentralized and democratized network. This initiative
aims to vest users with unprecedented control and own-
ership over their data, identities, digital assets, and the
broader network infrastructure. By eliminating reliance
on prior trust or intermediaries, Web 3.0 fosters a culture
of collaboration and sharing across a spectrum of entities,
including devices, individuals, teams, and organizations.

e Security and Privacy: A principle of Web 3.0 is to
cultivate a secure and trustworthy ecosystem for the
seamless exchange of data, tokens, and digital assets. This
vision is underpinned by a steadfast commitment to the
zero-trust strategies, ensuring robust security and privacy
safeguards.

o Scalability and Interoperability: Acknowledging the
necessity to accommodate the demands of trillions of
users, Web 3.0 prioritizes scalability and interoperabil-
ity. These attributes are critical for facilitating the fluid
distribution of content and digital assets across diverse
platforms and applications within a multifaceted network
landscape.

« Tokenization and Token Economy: Web 3.0 introduces
innovative mechanisms for the tokenization, monetiza-
tion, exchange, and trade of data and digital assets within
a trustless framework. By circumventing traditional in-
termediaries, this model revolutionizes the paradigms of
value creation and circulation through tokenomics and
tokenization strategies.

o Enhanced Performance and Customized Services:
Leveraging cutting-edge technologies such as edge-cloud
computing, artificial intelligence, digital twins, and spatial
technologies, Web 3.0 aspires to harness artificial gen-
eral intelligence for optimizing network management, re-
source allocation, blockchain operations, data processing
and transmission. This ambition translates into improved
performance metrics and intelligent user services.

Web 3.0 signifies a transformative leap in the digital domain,
fostering a decentralized ecosystem that amplifies data value
circulation. This evolution redefines digital production and
value distribution, extending services analogous to the physical
world and promoting business digitalization. Furthermore,
Web 3.0 enhances the digital marketplace through native
digital rights and virtual content creation.

Technologically, it represents a systematic enhancement of
the World Wide Web, surpassing Web 2.0’s limitations by
incorporating advanced technologies for improved connectiv-
ity. Innovations include high-speed data transmission through
cloud-network convergence, enriched network protocols that
emphasize trust and security, and a redefined network architec-
ture facilitated by blockchain and digital identity technologies.
Unlike traditional systems where trust is centralized, Web
3.0’s trust emerges from decentralized, protocol-based con-
sensus—such as cryptographic verification, distributed ledger
validation, and algorithmic governance while partially in-
tersecting with zero-trust principles. With Web 3.0’s core

objectives that can be concluded as a vision to realize a
decentralized, trusted network with token-based incentives, it
can address emerging needs in various fields, paving the way
for a more robust and versatile digital infrastructure.

C. Related Surveys

While Web 3.0 has demonstrated significant market value
and received attention from both academic and industry fields,
the definition and implementation of Web 3.0 remain am-
biguous in different applications and literature. To address
the demands for secure identity management, trustworthy
data circulation, and reliable network services, more emerging
technologies beyond blockchain have been introduced to Web
3.0. However, this integration has also introduced increased
complexity and ambiguity in Web 3.0’s implementation and
future development. Therefore, a comprehensive review of it
is necessary and timely. However, none of the existing works
have provided a comprehensive review on Web 3.0, covering
aspects ranging from adaptable architectures, technologies
comparison, applications categories, evaluation criteria, and
future directions, as shown in Table I. This survey seeks to
fill this gap by providing an exhaustive overview of Web 3.0.

To clarify the novelty and necessity of this survey, we
first review existing surveys on Web 3.0. Among current
studies on Web 3.0’s infrastructure and applications, Huang
et al. in [12] categorized Web 3.0 applications and assessed
their popularity across code and market levels, discussing the
potential challenges and opportunities at the system, developer,
and user levels. Focusing on the blockchain infrastructure and
the applications of Web 3.0, Partha in [13] summarized the
characteristics of Web 3.0 and compared different use cases
in terms of decentralization, scalability, and interoperability.
The authors also emphasized the importance of zero trust as
a fundamental component for securing Web 3.0, comparing
different zero-trust architectures in terms of their applicability.
While these surveys have argued that Web 3.0 infrastructure
and applications face challenges such as scalability, security,
and performance, they have not provided a comprehensive
evaluation criteria for Web 3.0, which is essential for assessing
its applications.

To investigate the effect of emerging technologies on Web
3.0, Zhu et al. in [14] described the roles and necessity of
blockchain, Al, and edge computing within the context of
Web 3.0. Shen et al. in [15] provided a four-layer architecture
and listed challenges faced by Web 3.0 in terms of data
management, value cycle, ecological governance, and appli-
cation scenarios. Ren et al. in [16] investigated the role of
quantum information technology in building a resilient Web
3.0. These surveys have primarily focused on the roles that
specific technologies played in Web 3.0, such as how Al
technologies have addressed challenges related to data supply,
value circulation, and ecological governance. However, they
have not provided a systematic classification and comparison
of these technologies, and a comprehensive and structural
overview of Web 3.0 remains open.

From a perspective of workflow, Wang et al. in [17] devel-
oped a foundational model that breaks the operational work-
flows of Web 3.0 into 3 components: storage, computation,
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TABLE I: Summary of existing surveys and tutorials

Aspect Ref. Main contributions Uncovered points
- Investigating the categories of Web 3.0 application and
Infrastructure [12] their popularity from market level and code level. - Lack of investigation on evaluation criteria of
d licati - Listing challenges faced by Web 3.0 on three levels: infrastructure and applications, which is important
and applications system level, developer level and user level. for assessing Web 3.0 applications.
[13] - Analysing the use cases and components of Web 3.0
ecosystem and presenting various zero-trust architectures.
(14] - Describing the roles and necessity of blockchain, Al, and - Lack of comprehensively categorising Web 3.0
Emerging edge computing in Web 3.0. technologies and comparison of different
technologies . I technologies.
for Web 3.0 . Proyldlng a four-layer architectural framework and an - Lack of exploration of Web 3.0 technical
[15] overview of Al and Web 3.0. challenges
- Listing challenges faced on data management, value cycle,
ecological governance, and applications.
- Discussing improvements on the internal technologies of
[16] quantum blockchain.
- Investigating potential quantum blockchain applications.
- Investigating current Web 3.0 projects and extracting an
Workflow [17] operational workflow with three-tiered components. - Lack of comprehensive review on latest solutions
- Evaluating workflows of different data management emerging from the integration of various
methodologies using blockchain metrics. technologies and Web 3.0.
(5] . Gl?/l]’lg the C(_)ncc?[?t and characteristics of DeSci as Web . Focus on DeSci definition and lack of
. 3.0 and DAO infrastructure. . .
Decentralized exploration of how it empowers Web 3.0.
technologies 8 - Studying DeAl definition and integration with Web 3.0, - Lack of discussion on DeATI’s role in enhancing
(8] metaverse, and blockchain. privacy and security of Web 3.0.
(18] - Discussing decentralized technologies related blockchain
and future directions of these technologies.
Development [19] : Discusging challe;nges\ Web 3.0 and DAO are facing. - Lack of exploration of technical challenges and
n speciﬁP:: frelds - Exploring potential of Web 3.0 and DAO in education. real-world use cases of Web 3.0 beyond specific
- Reviewing Web 3.0 metaverse and its key components. domains like education and metaverse.
[20] - Proposing a three-layered framework to describe their
features, missions, and relationships.
- Identifying an adaptable architecture and workflow of Web 3.0.
- Categorizing Web 3.0 technologies to 5 categories and giving a detailed comparison of different technologies
Our work where elaborates how to use them in Web 3.0.
- First summarizing evaluation criteria related to Web 3.0 properties and performance metrics.
- Exploring challenges, opportunities and future directions of Web 3.0.

and access. However, this survey primarily approached Web
3.0 from the perspective of blockchain applications, summa-
rizing the overall process while overlooking the architectural
transformations introduced by Web 3.0. It overlooked both
the impact of emerging technologies on Web 3.0 and recent
academic work on Web 3.0.

Focusing on decentralization in Web 3.0, Korpal et
al. in [18] discussed decentralized technologies related to
blockchain. They identified three research directions for Web
3.0 encompassing the security and privacy of smart contracts,
cyberattacks, and scalability and mass-adoption of Web 3.0.
In [8], Cao et al. provided definitions of DeAl, Web 3.0, the
metaverse, and Decentralized Science (DeSci), then discussed
the applications of DeAl in Web 3.0. Ding et al. in [5]
introduced the concept of DeSci and outlined a six-layered
reference model, defining DeSci as a development paradigm
emerging from advancements in blockchain, Web 3.0, and
DAO infrastructures. These reviews on Web 3.0 decentraliza-
tion technologies have not comprehensively explored either
the role of DeAl and DeSci in enhancing Web 3.0, especially
in terms of privacy and security, or the potential of other ad-

vanced Al technologies such as large language models, while
focusing mainly on blockchain and decentralized storage.

In exploring the broader implications of Web 3.0 and DAOs
on various sectors, Filip€i¢ in [19] provided an overview of
Web 3.0 technologies and their implications for education and
research. The authors deemed that DAO could make the field
of education and research more convenient for sharing data and
ensuring data sovereignty, and argued that Web 3.0 and DAO
were facing challenges such as high entry barriers, security
issues, high energy consumption and low participation. In [20],
Chen et al. reviewed the development of the metaverse over the
past 30 years and highlighted three key communities: Web 3.0,
immersive convergence, and crowd intelligence. The authors
proposed an analysis framework from the community, society,
and human layers and shared insights into several promising
directions, encompassing three key socio-technical facets of
Web 3.0 metaverse development. These surveys have discussed
the impact of Web 3.0 on specific fields, such as education and
the metaverse, while overlooking its technical challenges. In
addition, they have not provided a comprehensive summary of
relevant standards, policies, and future directions.
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D. Motivation and Contributions

Web 3.0 propels the Internet towards the realization of a
technical innovation ecosystem across various domains, such
as education [21], healthcare [22] and societal infrastructure
[23]. Since users regain control over their identities and
data, Web 3.0 is anticipated to mitigate the risk of private
information leakage while facilitating the creation of verifiable
proofs for trustworthy interactions. Supported by blockchain
technologies, Web 3.0 holds the potential to revolutionize busi-
ness models within creative industries and foster collaboration
across diverse entities within a zero-trust framework [23].

Although Web 3.0 is widely recognized for its potential to
significantly impact our lives, systematic reviews of its scope
and implications remain scarce. Currently, Web 3.0 is still in
its infancy, with its definitions and standards yet to be clearly
established. There is a lack of consensus on a precise, unified
definition, architecture, or workflow for Web 3.0. Moreover,
the key technologies and challenges associated with Web
3.0 have not been comprehensively identified and reviewed.
Research on its overall components and architectural design
is limited, with only a few studies focusing on blockchain
technology and its applications.

In this review, we aim to provide a systematic survey
on Web 3.0 which reviews both the previous and the latest
research work (i.e., from 2001 to 2024). The contributions of
our survey are as follows.

o We provide an overview of the evolution of Web 3.0, de-
lineating its definitions across five aspects: decentraliza-
tion and democratization, security and privacy, scalability
and interoperability, tokenization and token economy,
enhanced performance and customized services;

o We identify an adaptable Web 3.0 architecture that aligns
with the visions of Web 3.0 and summarize a workflow
of Web 3.0 services;

o« We categorize Web 3.0 pivotal technologies into five
aspects and detail how these technologies are applied
within the Web 3.0 context;

o We explore various Web 3.0 applications and use cases
and first summarize a list of evaluation criteria of Web
3.0 applications;

o We discuss challenges, opportunities, and future direc-
tions of Web 3.0 and provide readers with a summary of

TABLE II: Comparison of Web 3.0 architectures

Semantic Semantic Zero
Architecture Blockchain| communica- Al Tech-
. . Trust
tion nologies
[24] v
[25] [6] v
[26] v v
[15] v v
[11] [10] v v v
[27] v v v v
Our work v v v v v

current policies and standards.

The remainder of the survey is organized as follows. Section
IT reviews various Web 3.0 architectures and summarizes
an adaptable architecture. Section III elaborates on the Web
3.0 workflow with 3 key functions. Section IV provides
an in-depth analysis of each technology. Section V delves
into primary applications and use cases of Web 3.0, and
discusses challenges faced in Web 3.0 applications. Section VI
identifies evaluation criteria for Web 3.0 applications. Section
VII discusses open issues and future directions of Web 3.0.
Finally, Section VIII summarizes the work. The organizational
structure of this survey is shown in Fig.2.

II. ARCHITECTURE OF WEB 3.0

In this section, we provide a comprehensive review of Web
3.0 architecture and extract a backbone architecture for Web
3.0 covering different focuses of Web 3.0.

Current Web 3.0 architectures can be categorized into three
types: Semantic Web 3.0, blockchain-based Web 3.0, and
evolving Web 3.0 architectures. Semantic Web 3.0, proposed
by Tim Berners-Lee [24], employs data description models
to facilitate data representation and integration. Blockchain-
based Web 3.0 architectures, proposed by industry leaders
[6], [25], [26], leverage blockchain frameworks and zero-trust
mechanisms emphasizing decentralization, security, privacy,
interoperability, and scalability. Various use cases can be
created through diverse combinations of components.

In the academic field, researchers focus on the future
development of Web 3.0. Various Web 3.0 architectures have
been proposed, incorporating technologies such as Al, seman-
tic technologies, cryptography, and edge computing. It has
been argued that Web 3.0 cannot achieve comprehensive data
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protection and enhanced performance by solely relying on
blockchain technology. Web 3.0 architectures have been evolv-
ing into new frameworks that integrate emerging technologies
beyond blockchain, necessitating support at each layer [27].

A comparison of these architectures is presented in Table II.
Notably, most proposed architectures encompass a blockchain
layer and adopt a hierarchical design based on blockchain and
existing network architectures. However, Web 3.0 architectures
not only require blockchain technology to support upper-layer
application services but also necessitate the reformation of
underlying infrastructure to ensure privacy and security in
data transmission and identity management. Furthermore, the
implementation and roles of emerging technologies (e.g., Al,
5@, 6G, edge computing, and privacy-preserving technologies)
remain insufficiently defined.

As Web 3.0 and emerging technologies continue to develop,
it is anticipated that more novel Web 3.0 architectures will
emerge to meet the diverse needs of the Web 3.0 ecosystem.
In this section, we propose an adaptable architecture, as illus-
trated in Fig.3. The foundational layers are divided into infras-
tructure layer, blockchain layer, and user interface layer. The
infrastructure layer primarily manages computing, storage, and
communication resources. The blockchain layer governs data
interactions and value distribution. The user interface layer
hosts the design and delivery of Web 3.0 applications to users.
Additionally, three supplementary functionalities correspond
to three primary areas where emerging technologies can en-
hance Web 3.0: zero trust, semantics, and Al. “Zero trust” aims
to implement fine-grained access control, authentication, and
authorization within Web 3.0, ensuring user sovereignty over
identity and data while securing interactions [27]. “Seman-
tics” aims to reduce information overload, minimize energy
consumption, and foster efficient interactions toward a par-
ticipatory economy by extracting semantic information from
raw data and enabling its decentralized sharing [10], [11].
“AI” facilitates intelligent decision-making at the infrastructure
layer, enhances security and privacy at the blockchain layer,
and provides intelligent services at the application layer [15].
In the following sections, we elaborate on each layer and
supplementary functionality of the proposed architecture.

A. Web 3.0 Architecture

1) Infrastructure layer: The infrastructure layer, com-
prising both overlay and underlay networks, serves as the
foundation for other layers.

The underlay network comprises multiple physical infras-
tructures and foundational networking technologies. It focuses
on the physical transportation of data packets between de-
vices, offering essential infrastructure, storage, computing, and
communication resources for overlay networks and higher-tier
services. In the context of Web 3.0, which encompasses a wide
range of access devices, network types, and communication
standards, the underlay network plays a vital role in facilitating
seamless integration and functioning within a diverse network
environment.

Positioned above the underlay network, the peer-to-peer
(P2P) overlay network provides foundational support for de-
centralized value transfer and information exchange within the

blockchain layer. The P2P networks utilize diverse topologies
and search mechanisms, enabling efficient data sharing and
communication among nodes in a fully decentralized manner.

Within the infrastructure layer, components such as edge
servers, mobile operators, terminals, and various network
elements can serve as blockchain nodes. These nodes can be
organized by DAO to engage in the consensus process. With
the support of the blockchain layer, the infrastructure layer
is adept at facilitating zero-trust identity authentication and
verification across network devices, in addition to achieving
improved coordination for resource utilization, which is also
referred to the term of decentralized physical infrastructure
networks (DePINs). These components combine to build
a secure, privacy-protected, low-latency, efficient, and cost-
effective infrastructure layer for supporting various applica-
tions and services.

2) Blockchain layer: The blockchain layer, integral to Web
3.0, is designed to create a secure and trustworthy environment
for interactions and collaborations among various entities.
Eliminating the reliance on a trusted third party, blockchain
layer is essential to provide proof of ownership for users’
identities and digital assets, which is realized by enabling the
creation and tokenization of them. The innovative mechanisms
for the tokenization, monetization, exchange, and peer-to-peer
trading of data and digital assets protect users’ data value and
redistribute value from the application layer to the protocol
layer, fostering a structure characterized by “fat protocols and
thin applications™ [28].

Depending on the specific needs for read and write access
control dictated by various scenarios, different blockchain ar-
chitectures—private, consortium, and public blockchains—are
strategically chosen to align with the varied requirements and
objectives of users and organizations.

Given the scalability and interoperability challenges faced
by blockchain technology, layer 1 scaling solutions are in-
sufficient to meet increasing user demand. Distributed data
storage and layer 2 solutions have been proposed to improve
blockchain scalability and interoperability.

3) User Interface layer: In this layer, Web 3.0 provides
users with front-end interfaces to access different services.
These interfaces often utilize UI libraries such as React,
Vue.js, and Angular, alongside blockchain interaction tools
like ethers.js and Web3.js, to query information or initiate
transactions.

Through identity management (as detailed in identity man-
agement of Section III) and wallet connection, users can
get access to a broad spectrum of Web 3.0 applications,
including NFTs, DeFi, DAOs, the Metaverse, social networks,
and gaming platforms (as detailed in Section V). Among these
applications, as digital ownership certificates, NFTs can be
associated with various digital objects like photos, videos, and
audio files, marking a shift towards a new paradigm of digital
ownership and value exchange. The NFT market is diverse,
with six primary categories: Art, Collectibles, Gaming, the
Metaverse, Utility and other [29], each delineating a distinct
application and value domain within the NFT ecosystem.

4) Zero trust: Zero trust is a security paradigm based
on the principle of “never trust, always verify” [30], which
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addresses privacy and security across communication, storage,
computation and infrastructure. It enhances privacy by prevent-
ing data leaks during communication and processing activities
and strengthens infrastructure security through automated de-
tection of malicious behaviour and prompt authentication. The
use of security and privacy tools such as cryptographic services
supports dynamic, real-time access control and facilitates
anonymous communication. Currently, quantum cryptography
such as QKD is designed to distribute classical secret keys
between two parties in a quantum ambient. With its quan-
tum nature of detecting intrusions by measurement, a secure
quantum channel can be built for data transmission and block
propagation [31].

Since the prosperity of quantum computing technology
subverts the conventional cryptosystems, existing digital sig-
natures and hash functions within secrecy periods in the
blockchain face the potential to be broken by enough pro-
cessing power of quantum computing. To avoid threats, post-
quantum cryptography has also been proposed [32].

While there are multiple vital issues in quantum computing
and communication [33], quantum cryptography has been
widely studied to improve Web 3.0 security. [34] proposed
a novel quantum blockchain framework to drive Web 3.0
with information-theoretically security for decentralized data
transferring and payment transactions. In that way, quantum
computing can be applied in blockchain, infrastructure layers
of Web 3.0 for secure identity authentication, consensus mech-

d Web 3.0 architecture

anism, block verification and propagation. It can also reform
infrastructure layer for secure communication and intensive
computational task as a security supplementary functionality.

Overall, this holistic implementation of the zero trust model
significantly strengthens the security and privacy framework,
addressing persistent challenges within Web 3.0.

5) Semantic: Since Web 3.0 emphasize the importance of
data right and decentralized sharing, efficient data interaction
is vital. Harnessing the power to derive insights from inter-
connected data and enhance communication across diverse
data systems, semantics technologies play an important role in
reducing information overload, minimizing energy consump-
tion, and foster efficient interactions toward a participatory
economy by extracting semantic information from raw data
and enabling its decentralized sharing.

These semantic technologies utilize standards like XML
[35], RDF [36], and Ontology, which underpin knowledge
graph-based methods pivotal for applications in knowledge
graphs, intelligent fault diagnosis [37], semantic similarity
measurements, and knowledge-based semantic extraction in
semantic communication [38]. These technologies facilitate
semantic data processing through semantic search, knowledge
inference, and semantic communication. Semantic search and
knowledge inference boost Web 3.0’s ability to retrieve rele-
vant and accurate information. Meanwhile, semantic commu-
nication enhances efficient interactions within a shared knowl-
edge environment in Web 3.0. It is worth noting that different
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semantic data extraction methods such as machine learning
other that knowledge-based semantic extraction method can
be applied in semantic communication, while the encoded and
decoded semantic information can interact with the blockchain
layer through operations such as semantic verification, transfer,
and storage [10], [11].

While semantic technologies enable interconnections be-
tween data, similar to other technologies that handle and
process information, there are significant privacy and secu-
rity considerations, along with relevant data policies—such
as licensing terms and regulatory frameworks—that apply
to both data and software assets [39]. The combination of
semantic and blockchain signifies a transformative shift to-
wards a decentralized, trustworthy, and interconnected web of
information [9]. Some trustworthy technologies (as detailed in
Section IV) such as cryptography and zero-knowledge proof
have been used in semantic data interaction. For instance,
in [40], the authors used multi-keyword ranked search over
encrypted cloud data to preserve the privacy of semantic data.
Integrated with blockchain, zero-knowledge proof has been
used in [10] for semantic information transfer. Combining with
zero-trust functionality, it is promising to support fine-grained
access control for semantic functionality.

6) AI: Both Web 3.0 and AI play vital roles in com-
plementing and enhancing each other. In recent years, the
advent of Artificial General Intelligence (AGI) has witnessed
significant progress in Al technologies. This evolution is ex-
emplified by the rise of large language models (LLMs), which
have propelled generative Al to the forefront of technological
innovation. Web 3.0, on the other hand, is characterized
by its decentralized, semantic, and interoperable design. It
breaks down boundaries between domains [27], making data
integration and sharing more seamless. The decentralized
nature of Web 3.0, along with edge computing capabilities,
enables more efficient resource allocation and intelligent net-
work management. In this context, Al is poised to overcome
resource limitations and data deficiency problems, evolving
into Artificial Super Intelligence capable of performing tasks
beyond human abilities. Al (as detailed in Section 1V) is
promising to act as a cognitive layer in Web 3.0 promoting
semantic understanding between machines. This will boost
Web 3.0 in efficient development, data analysis and security
assistance [14].

Specifically, Al technologies such as generative Al can
enhance Web 3.0 in the following aspects. Within the user in-
terface layer, Al serves as a foundational tool for open-source
development, fostering the integration of Al with various use
cases to execute specific tasks. For instance, digital asset
generation and circulation can be achieved with Al-generated
content (AIGC) and digital twins technologies. Moreover,
Al contributes to enhancing the scalability and security of
the blockchain layer by monitoring and analyzing the vast
amount of data generated. In the context of smart contracts,
consensus mechanisms, and layer 1 scalability solutions, Al
can support security vulnerabilities identification, dynamic
decision-making processes, and improved performance. For
the infrastructure layer, the existing human-centric model is
insufficient to manage the complexity brought about by bil-

lions of users and devices. An intelligent, automated network
based on the Zero Touch management model [41] is essential.
Through real-time network monitoring, Al enables intelligent,
real-time decision-making for malicious request detection,
resource allocation, and task offloading.

B. Lessons Learned

In this section, we present a Web 3.0 architecture covering
different focuses of Web 3.0. In this multi-layered architecture,
with user ownership serving as its core vision, blockchain layer
emerges as the core layer in Web 3.0, enabling the tokenization
of data and cryptocurrency-promoted peer-to-peer trading. It
plays a crucial role in supporting decentralized networks and
promoting multi-party collaboration in the user interface and
infrastructure layers. Enhanced by zero trust, semantic, and Al
functionalities, Web 3.0 not only ensures the trustworthiness
of data and identity throughout creation, transmission, and
interaction but also improves decision-making efficiency and
real-time performance across various applications.

However, various emerging technologies in the Web 3.0
architecture are currently immature. Most Web 3.0 applica-
tions rely exclusively on blockchain technology, which cannot
guarantee full-process data security or support low-latency,
computation-intensive applications.

III. WEB 3.0 FUNCTIONS AND WORKFLOW

This section offers an overview of the Web 3.0 service
workflow and describes its core functions.

A. Overview of Web 3.0 Workflow

Compared to Web 2.0, Web 3.0 emphasizes data ownership,
and separates the front and back-end with user data stored
directly on the blockchain or outside of the blockchain. Unlike
the platform-based data transfer in Web 2.0, a Web 3.0 appli-
cation is merely a user interface built upon the combination
of different infrastructure tools, and the creation, processing,
and value transfer of user data are realized in the blockchain
layer. This structure forms a “fat protocol and thin application”
service model in the Web 3.0 ecosystem.

Some existing studies, such as those in [13], [42]-[44], have
described the Web 3.0 workflow from a service perspective,
highlighting user interactions through digital wallets® like
Metamask to initiate transactions and query data via node
providers and other tools. These workflows focus solely on
a common use case of Web 3.0 services, spanning from the
front-end to the blockchain platform, while neglecting the var-
ied requirements of different applications and infrastructure-
level networking.

This section, illustrated in Fig.4, delves into the workflow
from the user interface layer to the infrastructure layer, ad-
dressing critical aspects such as data value, security, privacy,

2A digital wallet is a secure browser extension or software application that
allows users to store and manage digital identifiers and verifiable credentials
(VCs). In the context of Self-Sovereign Identity (SSI), digital wallets enable
users to control and selectively disclose their identity information without
relying on a centralized authority. They facilitate secure interactions with is-
suers and verifiers, supporting privacy-preserving features like zero-knowledge
proofs.
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and open sharing. The literature suggests that Web 3.0 en-
hancements focus primarily on three functions: identity man-
agement [45], [46], data publication and retrieval [47]-[49],
and network service [50]-[53]. Next, the detailed operation
process of these functions will be summarized. Based on this
process, various service development workflows and opera-
tional procedures can be formulated by combining different
types of components. This approach ensures that specific
application service requirements are met while maintaining
secure and trusted data circulation.

B. Identity Management

In Web 3.0, the emphasis is on ensuring identity anonymity,
trustworthiness, and interoperability across different applica-
tions. The aim is to provide users with a seamless experience
while effectively safeguarding their privacy. The concept of
Self-Sovereign Identity (SSI), which allows users to create
and manage their identities, forms the foundation of data
circulation and service delivery in Web 3.0. By integrating SSI
with the zero trust principle and automatic authentication, Web
3.0 enables a non-perceptual and non-disturbing automated
authentication process that enhances security.

Within the SSI framework, VC and Decentralized IDen-
tifier (DID) are two crucial components for standardizing
user identities and establishing trust among user identities.
W3C defines DID as a new type of identifier that facilitates
a verifiable, decentralized digital identity, detailing specific
technical mechanisms and formats [54]. VC is defined as a
set of tamper-evident claims and metadata that cryptograph-
ically prove who issued it [55]. In recent years, blockchain,
as a trustworthy technology, has become a widely accepted
implementation platform for SSI by providing a trustless,
decentralized database. With the aforementioned standards and
technologies, the entities in the SSI-based identity manage-
ment system (IDMS) solutions can interact with each other in
a trustworthy environment [56], as shown in Fig. 5.

The generalized functions of an identity management sys-
tem include account, authentication, authorization, and audit-
ing (4A). These four functions form a framework or set of
principles that facilitate identity authentication within a unified
security management platform [57].

1) Account: Before getting access to Web 3.0 service, an
account, which can be described as a digital identity mapping
to the real identity, is needed to manage one’s digital assets

TIdentity holder

Deliver service

-Authentication-

Register, Control
Identnt‘)ovnder/ Provide V Identity / Claim Service ]3v1(ler/
; r

Fig. 5: Relationship of different entities in identity system

and keep track of one’s activities. “Account” represents the
functions of identity generation and registration.

In traditional blockchain systems, the public key refers
to the account identifier and the private key serves as a
cryptographic tool for controlling digital assets. However, the
anonymity provided complicates creditworthiness assessment
and information reliability. In Web 3.0, a trusted link between
real and digital identities is essential. Various methods, such
as using biometric data [45] and unique identification num-
ber (UIN) [58] for generating verifiable data, are proposed
to ensure the authenticity and prevent fraud. Upon identity
verification through a blockchain, which may involve check-
ing additional credentials like VC, identities and VCs are
encrypted and stored, with references on the blockchain for
authentication. It is essential to note that Web 3.0 trust does
not eliminate reliance on external actors entirely (e.g., trust
in issuers), but it shifts the locus of trust to transparent,
rule-bound processes where participants collectively enforce
integrity through code and mathematics. For example, trust in
zero-knowledge proofs should align with real-world trust an-
chors to reduce the trust cost. Specifically, the zero-knowledge
proof issuer should maintain legal consistency with real trusted
parties, such as governments, hospitals, or notary agencies.
This system supports seamless integration of multiple iden-
tities across different applications, enhancing interoperability
and establishing trust for subsequent authentications.

2) Authentication: Accessing a Web 3.0 service or ini-
tiating a transaction requires mutual authentication, closely
linked to the “Account” function. Initially, users submit a
signed message or identity proof to the service provider.
Using cryptographic proofs such as digital signatures and
privacy-preserving biometric protocols via a reliable platform
like blockchain, service providers authenticate identities and
credentials. Enhanced security is achieved through multifactor
authentication, which combines multiple credentials to prevent
unauthorized access even if one credential is compromised.
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To ensure privacy protection and user anonymity, minimal
disclosure of user information is paramount [59], [60]. Au-
thentication may incorporate various privacy-preserving tech-
niques, including smart contracts, zero-knowledge proof [61],
public-key cryptography, threshold secret sharing [62], and
biometric authentication [45], [63], among others. These mea-
sures are essential for safeguarding privacy while confirming
user identities and credentials.

3) Authorization: Authorization is the process of deter-
mining the rights of a user or entity to perform a specific
action within a system. Once authenticated, users in Web 3.0
can be authorized through access control models like Role-
Based Access Control (RBAC) and others, which are adapted
to its decentralized framework.

Within the Self-Sovereign Identity (SSI) system, DID and
VC are crucial for the authorization process, with DIDs
containing authorization policies and public key information
for access request verification, and VCs serving as digital
certificates that attest to specific attributes of the holder.

Moreover, Web 3.0 enhances security through encryption
and digital signatures. Techniques like storing index sets in
smart contracts for keyword searches of encrypted data and
attribute-based access control via blockchain are implemented
[48], [64]. Additionally, the Proxy Re-encryption (PRE) mech-
anism, facilitated by an authorized manager responsible for
key distribution and data access management, is utilized [65].
Other solutions include distributing tokens or NFTs to grant
specific rights to users [66], enhancing both security and
operability within this decentralized ecosystem.

4) Audit: In Web 3.0, to prevent identity theft and ensure
secure interactions, audit facilities must offer unbroken chains
of evidence that trace the behavior of user identities within the
network (as detailed in supervision and inspection of Section
V).

5) Comparison of IDMS solutions: Evolving from cen-
tralized identity to SSI, existing SSI literature can be divided
into the following types based on different application scopes
of identity system: communication network, Internet of Things
(IoT), and healthcare. We reviewed some academic solutions
and conducted a comparative summary of existing solutions
regarding their application scopes.

In communication networks, advancements include a de-
centralized Radio Access Network (RAN) architecture pro-
posed in [67], which integrates mobile network identifiers
with blockchain addresses to eliminate dependence on Core
Networks (CNs) for identification and authentication, signif-
icantly reducing latency and overheads. This approach has
been extended in [46] to a three-tier identity management
system that enhances mutual authentication from commu-
nication level [67] to service level and introduces flexible
credential integration into user identities. To cope with the
growing complexity of managing and orchestrating services
in communication networks, based on blockchain-based SSI,
researchers in [68] proposed a decentralized architecture to
improve the involvement and integration of various entities
such as Cloud Service Providers (CSPs), Vertical Service
Providers (SPs), and Mobile Network Operators (MNOs).

Distributed
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Fig. 6: Relationship of different entities in data publication
and retrieval

In IoT, challenges like authentication delay and scalability
are addressed through distributed identification management
schemes such as those in [69], which utilize DID-chain and
M-chain for efficient operation and management. Solutions
also leverage smart contracts on platforms like Ethereum
for registration and reputation evaluation [70], with various
methods employed for generating unique DIDs [71]. Another
notable development is the implementation of a decentralized
SSI-enabled cloud storage model to streamline data collection
and authentication in large-scale IoT systems [72], [73].

Healthcare applications focus on enhancing data privacy,
access control, and system integration. Techniques such as
Attribute-based Decentralized Access Control (ADAC) are
implemented in smart contracts to manage Electronic Health
Records (EHRs), using DIDs as unique identifiers and employ-
ing zero-knowledge proof (ZKP) for authentication without
elaborating on broader application scenarios [74].

These developments illustrate the broadening scope of SSI
applications, showcasing significant innovations in identity
management across different sectors, enhancing security, pri-
vacy, and operational efficiency.

C. Data Publication and Retrieval

Web 3.0 highlights data ownership preventing the data
monopoly in Web 2.0. Consequently, traditional centralized
data storage methodologies are unsuitable for Web 3.0. Web
3.0’s emphasis on security and scalability makes efficient
data interaction and fine-grained, user-centric access control
imperative.

Most research works apply new data publication and re-
trieval schemes relying on blockchain and distributed storage
systems (as detailed in Section IV) for Web 3.0. A content-
addressable mechanism is implemented in data searching and
retrieval. Some works also introduce semantic technologies
and Al, evolving Web 3.0 data management beyond tradi-
tional data storage to knowledge management. This evolution
enables knowledge discovery and achieves more efficient data
extraction and decision-making.

Containing data interaction entities including data providers
(i.e., owners), data requestors (i.e., users), distributed ledgers,
and distributed storage (i.e., storage providers), We discuss
each steps shown in Fig. 6 respectively.

1) Upload: Before uploading data, after identity authen-
tication, data is often encrypted on the client side to ensure
that only authorized parties can access it. In Web 3.0, data is
collected and stored within a decentralized data infrastructure.
For instance, in a hybrid data storage approach, data is
uploaded to distributed storage system such as InterPlanetary
File System (IPFS), Arweave, or Sia. These systems return
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the location of the data, like content ID (CID), to users and
establish a storage agreement between the storage providers
and the data owner through a smart contract, which defines
the storage time, file size, and the cost that the user needs to
pay. The access policies, storage addresses, search keywords,
and metadata of the uploaded data can be recorded on a
blockchain, providing a tamper-proof ledger of ownership and
tracking the provenance of data.

2) Download: To ensure the integrity of the data stored by
the storage provider, data storage audit mechanisms such as
“Proof of Storage” can be used to prove that a certain node
indeed provides a certain amount of data storage capacity
to the network. This process begins when the client issues
a challenge that can only be resolved by the provider if it
possesses the actual data, thereby ensuring data integrity.

Following this, the system authenticates the requestor’s
identity, then verifies the requestor’s permissions based on
authorization mechanisms. If authorized by the data owner,
data is decrypted on the client side according to the established
access policy. During data retrieval, the result or a trusted data
proof, such as ZKP, may be returned. In this process, data
deliverers, or retrieval miners, are responsible for fulfilling
retrieval requests. They locate and transmit the data stored
across the network, with negotiated rewards dispensed upon
the completion of data transfer. Seamless data retrieval is
facilitated by data transfer protocols like Bitswap and Graph-
sync, while semantic technologies and Al enable more efficient
knowledge retrieval.

3) Comparison of data storage solutions: We have re-
viewed several decentralized storage solutions in academic
literature, focusing on their data storage schemes, audit mech-
anisms, and improvements made for enhancing scalability.

In terms of data storage scheme, considering privacy pro-
tection and security features, some encryption algorithms have
been used to protect the confidentiality and integrity of stored
data. In [48], [75], [76], the authors proposed efficient and
secure data storage and sharing schemes using Attribute-
Based Encryption (ABE) equipped with IPFS to flexible access
control over encrypted data. Authors in [77] leveraged AES
and RSA algorithms and hybrid storage system to protect
firefighting IoT data storage and transmission. Mind Network
[78] employ Fully Homomorphic Encryption (FHE) for zero-
trust data transfer, allowing operations on encrypted data while
preserving privacy.

Beyond these encryption schemes, to achieve secure data
sharing and fine-grained access control of data, in some
solutions [79], the data owner can give credential proofs to
data requesters who are able to construct a non-interactive
proof for their credentials. The blockchain nodes will verify
credentials and accept the request only if the attached proof
is valid. Combined with smart contracts, storage resources
can be effectively allocated, and access permissions for data
records can be stored through contracts to ensure dynamic
access control [80].

Furthermore, blockchain supports data storage audits with
various proof mechanisms to ensure data integrity and im-
mutability. In [81], researchers conduct a comprehensive re-
view of storage audit technologies, focusing on three critical

aspects encompassing storage integrity schemes, proof of data
possession/retrievability, and proof of storage time and proof
of replication.

It is observed that these advanced schemes in Web 3.0 data
infrastructure allow users to store, retrieve, and maintain their
data with security, privacy, immutability, and fine-grained ac-
cess control. However, scalability remains a technical obstacle
for Web 3.0 data infrastructure, which must have capacity
and performance comparable to Web 2.0 [82]. In [49], the
authors introduced a moving real-time service based on IPFS,
where user requests are distributed across multiple clusters,
each in different geographical regions and managed by a
separate Kubernetes control plane. Upon receiving a content
upload request, the controller encrypts and splits the content
into segments for uploading to the IPFS network. Evaluations
showed improvements in data throughput, service delay, and
service interruption. Other research focused on modifying
blockchain structures to improve search capabilities. Authors
in [83] developed MapChain-D, a framework linking a data
chain to an index chain for efficient data storage and retrieval.
Another study [84] introduced MSTDB, a hybrid storage
system that incorporates a Merkle Semantic Trie (MST) to
reduce query times and facilitate semantic queries, including
multi-keyword, range, Top-K, and cross-chain queries. These
innovations aim to optimize the efficiency and functionality of
Web 3.0 storage systems.

D. Network Service

Web 3.0 aims to offer reliable, intelligent, low-latency,
and real-time network services for applications, emphasizing
privacy and security throughout its framework. To ensure
low-latency and high-reliability network services while safe-
guarding the privacy and security of user data throughout
the entire process, Web 3.0 network service restructures the
network architecture with decentralized network infrastructure
and intelligent network management and planning.

1) Decentralized network and infrastructure: Web 3.0
emphasizes the decentralization of networks and infrastructure.
By utilizing decentralized identity authentication, as demon-
strated in identity management of this section, it is possible
to further integrate network identities with digital identities.
This approach subverts the traditional need for centralized au-
thentication services to access networks, thereby reducing the
communication overhead required for mutual authentication.

Moreover, network management and infrastructure man-
agement are also moving towards a decentralized manner.
Through blockchain technology, trust is established among
multiple parties, facilitating data integration and ensuring
uniform decision-making. This is not limited to collaborations
among operators. Individuals can also share physical facili-
ties or digital resources through decentralized structures, as
detailed in the DePIN application discussed in Section V.

2) Intelligent network management and planning:
Based on the decentralized architecture, data integration and
resource utilization can be significantly enhanced. With the
rapid development of network services, intelligent technolo-
gies have been widely applied in network management and
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planning to improve user experience, service quality. For
example, from the perspective of network management, re-
searchers in [53] use digital twins technology to virtualize
and digitize networking for intelligent offloading decisions,
ensuring low latency and high reliability in transmission. From
the standpoint of network planning, researchers in [51] have
developed a zero-trust model of edge server placement in
the Internet of Vehicles (IoV) based on cloud-edge comput-
ing. This model incorporates Edge Server Placement (ESP)
algorithms with anomaly detection using a non-cooperative
game to minimize latency and maximize the coverage of base
stations (BSs) with enhanced security.

However, the development of intelligent technologies also
pose challenges on network security and data privacy. Cur-
rently, widely used network encryption protocols such as
Internet Protocol Security (IPSec), Secure Sockets Layer
(SSL)/Transport Layer Security (TLS), Quick UDP Internet
Connections (QUIC) and anonymity mechanisms like the
Onion Router (Tor) are not secure enough for dealing with
privacy leakage problem since the introduction of machine
learning and deep learning based encrypt traffic classification
methods. In [85], the authors categorized it into three types:
website fingerprinting (WF), application fingerprinting (AF),
and user action identification. These types of traffic analysis
aim to learn the websites being browsed, the applications being
used, and the user’s actions.

Although some defensive mechanisms such as WTF-PAD
[86], Walkie-Talkie [87] have been used on Tor browser,
defensive mechanisms for deep learning-based WF attacks still
necessitate further research. A study proposed filter-assisted
attack and augmentation-assisted attack to reduce the impact
of noise on WF attacks [88]. They further proposed a list-based
splitting defensive mechanism to defend against such attacks.
In [89], the authors proposed a task involving the fine-grained
packet-level classification within multi-tab Tor traffic named
MTWFA-SEG, which appears to be a practical and formidable
threat. With the rise of Web 3.0 applications, researchers have
explored traffic analysis techniques to classify decentralized
applications that share similar encryption settings on the same
blockchain platforms [85]. A study extracted traffic interaction
graph and utilized graph neural network (GNN) for application
identification [90]. [91] achieved accurate and efficient classi-
fication of decentralized applications by applying transformer
as classifier and using intra-flow and inter-flow features. Given
the growing threats posed by machine learning and deep
learning-based traffic fingerprinting attacks on privacy, it is
crucial to further explore effective defensive mechanisms, such
as traffic obfuscation strategies, to mitigate the impact of these
advanced analysis techniques.

E. Lessons Learned

In this section, we present a Web 3.0 workflow along with its
three critical functions: identity management, data publication
and retrieval, and network service.

Diverse solutions have been adopted in these functions.
Specifically, identity management utilizes DID, VC, ZKP,
and biometrics within its 4A framework to reinforce privacy

protection and user control. Through the 4A functions, the
data owner’s ownership of application data in data publication
and retrieval can be guaranteed in combination with different
data storage and audit mechanisms. To ensure the quality of
service, hybrid storage solutions that combine blockchain with
distributed storage systems are being refined to ensure efficient
data retrieval and support for real-time services. In network
services, a more decentralized infrastructure is established,
reducing authentication overheads, enhancing privacy, and pro-
moting collaboration. By incorporating intelligent technologies
into network planning and management, there is a potential to
significantly enhance performance at the network service level.

In conclusion, identity management is integral to Web 3.0
services, adopting zero-trust strategies to secure data interac-
tions and network services. Continuous enhancements in data
and network management will solidify user control over data
and improve support for real-time applications. The integration
of these functions is transforming service delivery and network
architecture into a new paradigm characterized by user control,
trustworthiness, and enhanced performance.

IV. WEB 3.0 KEY TECHNOLOGIES
A. Trustworthy Technologies

By transitioning towards a decentralized internet, Web 3.0
is integrated with zero-trust strategies, ensuring dynamic and
timely adjustment of access privileges for its applications.
Key technologies such as distributed ledger technology, cryp-
tography, zero-knowledge proofs, decentralized identities, and
privacy computing are also integral to Web 3.0, enabling
secure end-to-end data protection and trustworthy services.

1) Zero Trust: The traditional security model grants un-
restricted access to network resources once a user, device,
or application is authorized, assuming everything inside the
network is trusted, which creates security risks by allowing cy-
bercriminals to move freely if they breach the perimeter [124].
In contrast, zero trust (ZT), adhering to the principle of “never
trust, always verify”, lies a boundary-less security foundation
for Web 3.0. The ZT technology has three critical pillars,
i.e., access, authentication, and authorization. It enforces all
access entities, such as user, data, infrastructure, and devices,
to be continuously verified and evaluated based on several
factors such as their identities, statuses, and environments.
Based on the evaluation, it enables the principle of "least
privilege", requiring all network actions and operations to be
authenticated based on their intents, targets, and procedures,
and authorized with limited operating time and space. The ZT
concept was first proposed in 1994 [92] and known by Google
BeyondCorp initiative [93]. In 2020, the national institute of
standards and technology (NIST) of United States proposed
a general ZT architecture [94], which further popularizes the
application of ZT for a variety of scenarios in business and
governments.

Recently, ZT applications have expanded beyond traditional
IT frameworks to encompass Web 3.0 and metaverse. ZT can
safeguard the access process in Web 3.0 environment [13], for
example, providing fine-grained dynamic access control over
critical network resources and managing cross-organizational
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TABLE III: Summary of Trustworthy Technologies
Technologies Key Features Potentials in Web 3.0 References
. Secure access, authentication and authoriza-
Zero trust Never trust, always verify . [13], [92]-[96]
tion process
Decentralization immutabilit . .
. ’ . L Y, Construct a decentralized, collectively
Blockchain transparency,  collective  maintainence, L [97]-[110]
. . . maintained network structure
and intelligent execution
Confidentiality, integrity, and non- | Ensure data integrity and security durin,
Cryptography dentiality enty ¢ enty y €| [111)-[114]
repudiation transmission and storage

Prove a statement’s truth without revealing

Zero-knowledge proof its contents

Protect user privacy, data security and oper-

ation efficiency [115]-[117]

Self-sovereignty, resistance to single points

Decentralized identity of failure

Efficient identity authentication and resis-

tance to single point of failure [43], [118], [119]

Supervision and inspec-

tion Accountability and transparency

Strengthen the legitimacy of network oper-

ations [120], [121]

Encryption, multi-party computing, and dif-

Privacy computing ferential privacy

Prevent privacy breaches during data pro-

cessing and analysis (521, [122], [123]

data access procedures [95]. ZT is also able to secure the
authentication and authorization process in Web 3.0 [96] via
sensitive detection of anomalous actions and entities, thus
helping reduce the risks of network intrusion and implement-
ing global proactive defense.

While ZT requires a much higher security level, deploying
ZT in decentralized Web 3.0 brings difficulties in authenti-
cation and information sharing where traditional centralized
authentication and information sharing is not applicable for
ZT. For example, in the scenario of oV, ZT faces the challenge
of handover authentication because of the higher complexity
and heterogeneity of IoV as well as high mobility of vehicles.
To deal with it, in [125], the authors designs a hierarchical
blockchain-assisted security information transfer and reputa-
tion management mechanism for reliable collaboration and
efficient management in zero-trust IoV. To achieve efficiency
and timeliness in information sharing, especially for time-
sensitive IoT applications, [126] proposes a blockchain-based
decentralized information sharing scheme in zero-trust IoT
environments.

In the future, ZT will continue to serve as a critical
security foundation for Web 3.0, providing strict, effective, and
customizable security protections on network resources, user
data, control operations, etc., and serving even more dynamic
and challenging scenarios and applications.

2) Blockchain: Blockchain technology orchestrates en-
crypted records into a sequentially linked chain using cryp-
tographic algorithms [127]. It embraces a number of charac-
teristics such as decentralization, immutability, transparency,
anonymity, collective maintainence, and intelligent execution
[97]. Initially conceptualized by Bitcoin [98], the blockchain
landscape has significantly evolved with developments by
Ethereum [99] and Hyperledger [100]. These advancements
showcase blockchain’s adeptness in facilitating collaboration
among entities within trust-less environments. In the Web 3.0
era, blockchain emerges as a cornerstone for a myriad of
applications, enabling secure asset exchanges and trustworthy
operations across critical sectors such as global finance (e.g.
non-fungible token, decentralized finance), governmental af-
fairs, healthcare systems, and communication infrastructures.

The fundamental blockchain components encompass con-
sensus mechanisms and smart contracts. Consensus mecha-
nisms are crucial for achieving agreement on status of ledger
among all network participants. Smart contracts are designed
to execute predefined digital operations in an enforceable and
autonomous way, ensuring consistent results across multiple
entities. In Web 3.0, blockchain can verify accuracy and
consistency of digital content [101], [103], [128] and foster
distributed trust in network environment [104], [105] via
consensus mechanisms. Through smart contracts, blockchain
can help perform Web 3.0 network operations efficiently, e.g.
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TABLE IV: Comparison of Layer 1 and Layer 2 Blockchain Scalability Solutions

Solution Type Examples Advantages Limitations
. Ethereum 2.0 (Beacon | Increases throughput linearly; | Complex cross-shard communication; la-
Sharding Layer 1 ] L I .
Chain) maintains decentralization. tency for cross-shard transactions.
Consensus Laver 1 Ethereum 2.0 (PoS), | Energy efficient; faster transaction | Validator centralization risks; potential im-
Improvements Y Solana speeds. pact on decentralization.
B.lock Layer 1 Bitcoin Cash, Solana Simple to implement; directly in- | Larger blocks increase storage/bandwidth
Size/Frequency creases throughput. needs; centralization risks.
State Channels Layer 2 ng_hmmg Network, Near-instant finality; low fees. lelted‘use cases; requires participants to
Raiden stay online.
Optimistic Layer 2 Optimism Reducgs on—~cha1n computation; se- Long withdrawal periods; fraud-proof re-
Rollups cure via main chain. liance.
ZK-Rollups Layer 2 ZkSync High $alab}llty; .tast finality; se- | Computationally intensive; complex to im-
cure via main chain. plement.
Sidechains Layer 2 Polygon, Ronin Custom}zable; reduces main chain | Weaker security model; relies on sidechain
congestion. consensus.
Plasma Layer 2 OmiseGO Sca.les by ofﬂoa(.img to child | Limited support fpr complex smart con-
chains; reduces main chain load. tracts; slower finality.

data sharing, task computing, and resource allocation [106]-
[108].

Therefore, blockchain has become a promising approach to
establish a decentralized architecture suited for next-generation
network environments [109], [110]. In Web 3.0, blockchain
promotes construction of decentralized network structure, en-
sures data reliability and operational efficiency. This technol-
ogy plays an indispensable role in facilitating the transition
from centralized framework of Web 2.0 to decentralized
paradigm of Web 3.0.

Scalability remains one of the most critical challenges for
blockchain systems, particularly in the context of Web 3.0
applications, which demand high throughput, low latency, and
seamless interoperability. Current scalability solutions can be
broadly categorized into Layer 1 (L1) and Layer 2 (L2)
approaches. While both aim to address the scalability trilemma
(balancing decentralization, scalability, and security), they do
so through fundamentally different mechanisms. To provide a
clearer understanding of the differences between the current
main Layer 1 and Layer 2 solutions and their applicability
to Web 3.0, we have summarized their key characteristics,
advantages, limitations, and use cases in Table IV. This
comparison aims to offer a concise overview for readers and
serve as a reference for future research and development.

3) Cryptography: Cryptography facilitates algorithms, pro-
tocols, and systems to secure information and communications
through the use of codes and ciphers, ensuring confidentiality,
integrity, authentication, and non-repudiation in the presence
of potential threats. It encompasses techniques such as sym-
metric and asymmetric encryption [111]. Symmetric encryp-
tion involves a scenario where both the sender (encryptor) and
the receiver (decryptor) utilize the same key for encryption
and decryption, respectively. Asymmetric encryption, on the
other hand, relies on a pair of mathematically related but
distinct keys: a public key for encryption and a private key for
decryption. Additionally, a significant branch of cryptography
involves one-way functions, such as hash functions, which
transform input data (often an entire file) into fixed-length hash
values. This transformation, designed to be unidirectional, is
crucial for verifying data integrity and authenticity. These
foundational elements are crucial to the infrastructure of
modern cryptographic practices.

In Web 3.0, cryptography is crucial for ensuring data

integrity, adapting to the practical needs of the digital envi-
ronment. With the evolution of Web 3.0, new encryption tech-
nologies have been developed by integrating and enhancing
various algorithms to meet the specific security requirements
during data transmission and storage [112]. As the number
of devices and users grows, traditional encryption methods
may not suffice for the communication quality and encryption
efficiency required by resource-constrained users. This led
to the development of lightweight encryption solutions, such
as cost-effective dynamic key encryption algorithms [113].
Additionally, homomorphic encryption, particularly fully ho-
momorphic encryption, represents a breakthrough in process-
ing encrypted data without the need for decryption, thereby
enhancing communication and computation efficiency [114].

Cryptography plays a pivotal role in protecting data privacy
and serves as the cornerstone of information security, particu-
larly in the decentralized and trustless Web 3.0 environment.

4) Zero Knowledge Proof: Zero-knowledge proof (ZKP),
firstly introduced in 1987 [115], represents a methodology
whereby a prover can demonstrate the truth of a statement
to a verifier without disclosing any information beyond the
statement’s validity. This technique, for example, allows one to
verify ownership of a message without revealing its contents.
ZKP can be categorized into two primary types: interactive
proofs, which involve multiple rounds of communication be-
tween the prover and the verifier, and non-interactive proofs,
which simplify the verification process by enabling a proof to
be produced once and verified by anyone.

In Web 3.0, ZKP offers a significant enhancement to online
security through the preservation of user privacy and data
integrity [116]. These proofs are pivotal in securing transac-
tions by fostering a completely anonymous environment for
all parties involved. Furthermore, when integrated with cryp-
tographic techniques such as homomorphic encryption, ZKP
facilitates the processing of encrypted data without the need
for decryption, thereby mitigating the risk of data breaches and
bolstering information security within Web 3.0 environments
[117].

Looking ahead, ZKP occupies a leading position in protect-
ing user privacy, data security and operation efficiency in a
wide array of Web 3.0 applications.

5) Decentralized ldentity: DID exhibits remarkable resis-
tance to single points of failure and ensures efficient identity
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authentication while diminishing reliance on central authorities
and third-party services. Notably, DID-based verification pro-
cesses do not require user information, which bolsters privacy
and promotes a distributed approach to identity management
[118]. Research efforts have explored the applications of DID
to make identity management in Web 3.0 safe and reliable.
Innovations such as the dynamic DID authorization process
through smart contracts and DID-based privacy-preserving
reputation protocols [119] illustrate the ongoing advancements
in this field. Presently, corporations, including Microsoft,
Baidu, and WeBank, have introduced DID solutions tailored
for Web 3.0 [43], demonstrating the potential of DID to
enhance the robustness and scalability of identity management
systems.

DID is poised to become a cornerstone technology for iden-
tity management in Web 3.0. It promises to significantly propel
network decentralization, enhance authentication efficacy, and
protect the privacy and control rights of users.

6) Supervision and Inspection: Supervision and inspection
refer to practices and mechanisms designed to monitor and
evaluate the network activity, creating the audit trail of data
processing and transmission. These methods possesse the
capability to accurately detect vulnerabilities or malicious
activities and guarantee transparent, verifiable audit trails.

Supervision and inspection can not only establish an intact
audit trial ledger, but also ensure transparency and security of
digital behaviour records [120] in Web 3.0. Supervision and in-
spection can enahnce security of network environment through
timely interception of risky data and behaviors. Moreover,
worked with blockchain, supervision and inspection mecha-
nisms become even more potent within the Web 3.0 landscape.
Blockchain augments the accountability of information and
provides a tamper-proof audit trail [121], thereby bolstering
the integrity of data.

By ensuring reliable and accountable audit trails of opera-
tions, supervision and inspection mechanisms strengthen the
legitimacy of network operations, thereby securing Web 3.0
cybersecurity.

7) Privacy Computing: Privacy computing represents a col-
lective of technologies designed to safeguard personal privacy
during the stages of data processing and analysis [122]. It plays
a pivotal role in reducing the risk of privacy breaches during
frequent data exchanges, aligning with the stringent security
demands of Web 3.0.

Privacy computing encompasses a suite of key elements
such as encryption, multi-party computing, and differential
privacy, which can provide secure data-computing schemes
to maximize user control over sensitive data management.
Privacy computing can safeguard against unauthorized access
by encrypting the locations of nodes for data processing [52].
Also, multi-party computing can reduce data leakage risks
through differential data storage and computing in multiple-
level servers. Differential privacy introduces randomness into
data processing, effectively preventing attackers from deducing
individual information from aggregated data [123].

Consequently, privacy computing is posited as a formidable
approach to solve conflict between data utility and privacy
preservation under Web 3.0 environment.

B. Storage and Computing Technologies

Web 3.0 necessitates a secure, efficient data management
system for compute-intensive applications that demand high
reliability and low latency. Traditional storage and computing
technologies often rely on centralized servers, which has hid-
den dangers, e.g. cybersecurity threats, privacy breaches, and
high costs of document management [143]. To align with the
vision of Web 3.0, storage and computing technologies should
embrace properties of decentralization, privacy protection,
immutability and cost-effectiveness. By providing enhanced
security, data resilience, and higher availability, the integration
of technologies such as distributed storage, cloud computing,
edge/fog computing, and trusted execution environment with
Web 3.0 is expected to better propel the Internet towards a
decentralized, safer, and user-friendly future.

1) Distributed Storage Technology: Distributed storage is
a foundational element of Web 3.0. It utilizes the collective
resources of a node network to store and access data, ensuring
data integrity and availability even in the cases of node failures
or attacks. The inception of distributed storage was driven by
the demand for scalable, secure, and resilient storage solutions.

Distributed storage systems comprise several key compo-
nents, including storage nodes, consensus algorithms, and data
replication mechanisms. Storage nodes are tasked with storing
and serving data, while consensus algorithms guarantee that
data is replicated and synchronized across nodes securely
and consistently. Data replication mechanisms maintain data
availability and reliability by storing multiple copies of data
across various nodes. Distributed storage offers several key
advantages for Web 3.0. It enhances data privacy and security
by distributing data across multiple nodes. Data replication
ensures system availability and reliability, even during node
failures. These systems scale to accommodate growing data
volumes and resist censorship, ensuring data accessibility and
verifiability. Systems such as InterPlanetary File System utilize
peer-to-peer network and incentive mechanisms for efficient,
secure data storage and retrieval [129]. The emergence of
cloud storage [130] and blockchain technology [52] collec-
tively promote the decentralization of storage systems.

However, the widespread adoption of distributed nodes
could introduce several security challenges, such as data
tampering and unauthorized access [131]. As data is trans-
mitted and synchronized across distributed nodes, attackers
may intercept or tamper the data through man-in-the-middle
attacks during transmissions. Additionally, the distribution of
data across multiple nodes increases the attack surface. By
targeting nodes with vulnerable access controls, attackers can
potentially gain unauthorized access and compromise sensi-
tive information. Advancements in areas such as zero trust,
DID, and attribute-based encryption are expected to enhance
the security and reliability [132] of distributed storage and
accommodate the growing volume of data generated by Web
3.0 applications.

2) Cloud Computing: Cloud computing allows users to visit
and utilize on-demand computing resources that are provided
by remote servers or large data centers over the Internet.
Mainstream cloud computing schemes include infrastructure
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TABLE V: Summary of Storage and Computing Technologies

Technologies Key Features Potentials in Web 3.0 References
Distributed storage tech- | Distributed, replicated and synchronized | Provide scalable, reliable, and resilient data
. [52], [129]-[132]
nology data across nodes storage solutions

Resource pooling and virtualization, on-

Cloud computing demand service

Enable resource-intensive, complex, and

customized task processing (133H135]

Proximity to data source, low-latency, and

Edge/fog computing scalability

Offer near-to-user, scalable and efficient

data processing capabilities [136]-[139]

Isolated and confidential communication
and execution

Trusted execution envi-
ronment

Guarantee chip-level, secure, and trustwor-

thy operations and data storage [1401-{142]

as a service (IaaS), platform as a service (PaaS), and software
as a service (SaaS) [133].

Cloud computing, through distributed resources and virtu-
alization, facilitates deployment of Web 3.0 application across
multiple locations, reducing reliance on single data centers
and improving data availability and processing [135]. Its
elastic resource allocation enables infrastructure providers to
efficiently manage resources for processing voluminous data
in Web 3.0 [134], as well as to tailor solutions to accommodate
smaller-scale requests. The convenience of accessing cloud
services from any Internet-connected device promotes data
sharing and user collaboration, and the fault tolerance and
service-oriented architecture of cloud computing ensure its
stable and efficient operation in Web 3.0.

Cloud computing is a powerful, flexible data processing
method which provides distributed and cost-efficient solutions
to meet the growing computing demands of Web 3.0.

3) Edge/Fog Computing: Edge computing is a pivotal com-
puting paradigm that brings computation and data storage
closer to the edge of the network, thereby offering real-time,
adaptable, and scalable data processing capabilities proximate
to users and devices [136]. Fog computing, an extension of
edge computing, introduces an intermediary layer between
cloud services and edge devices, enriching the computing land-
scape [137] [144]. Collectively, these computational paradigms
supply expansive and distributed resources crucial for Web 3.0,
significantly reducing latency, boosting network reliability, and
expanding network capacities.

Compared to cloud computing, edge and fog computing
processes data closer to users. This proximity not only reduces
data transmission and offloading costs but also boosts trans-
action processing efficiency, lessens reliance on centralized
data centers, and lowers the risk of data breaches [138].
These improvements enhance the reliability and resilience
of the decentralized Web 3.0 ecosystem. Edge computing,
by processing data at the network’s edge, offers users en-
riched and real-time computing resources. For example, it pro-
vides immediate, customizable, and context-aware solutions
for image processing and rendering, as well as rapid data
analysis and cache acceleration. Concurrently, fog computing
improves workload distribution across network nodes, easing
the pressure on edge servers. Fog computing also enables the
implementation of advanced access control measures on fog
nodes, bolstering Web 3.0’s data privacy and security protocols
[139].

Fog and edge computing substantially protect the data pri-
vacy, security, and enhance user experience in Web 3.0. Their
convergence heralds the advent of a more secure, efficient, and
decentralized computing environment.

4) Trusted Execution Environment: Trusted execution en-
vironment (TEE) is a tamper-resistant processing environment
running on a separated kernel. It guarantees the authenticity of
the executed code, the integrity of the runtime states, and the
confidentiality of its code, data and runtime states stored on
a persistent memory [140]. In Web 3.0, TEE can ensure data
security and privacy with trusted computing, providing users
with a secure and reliable network environment.

TEE incorporates key designs such as safe isolation, secure
boot, secure scheduling, inter-environment communication,
remote certification, secure storage, and trusted I/O path. TEE
provides a secure and trustworthy execution environment for
Web 3.0 applications through hardware-level isolation. This
isolation ensures that sensitive data will not be accessed or
tampered with by unauthorized third parties when processed
and stored. TEE provides reliable security for data privacy and
meets the privacy protection requirements of Web 3.0. TEE
can also ensure the integrity of data at startup through secure
boot, and safeguards sensitive data and codes from malicious
attackers or other applications through secure scheduling and
inter-environment communication. Therefore, TEE can guar-
antee that critical parts of Web 3.0 applications (such as
payment logic, authentication mechanisms, etc.) perform in the
expected manner and prevent potential malicious tampering
[141]. Furthermore, TEE provides a secure storage mechanism
for storing critical data such as keys, certificates, and contract
codes to prevent replay attacks and enforce state continuity,
protecting the security and trust of Web 3.0 systems and
applications [142].

The capabilities in protecting the confidentiality of sensitive
operations and safeguarding user privacy makes TEE a key
component in the Web 3.0 technology stack.

C. Intelligence Technology

In the evolving landscape of Web 3.0, research has broad-
ened its focus from traditional concerns of storage and com-
putation to place greater emphasis on extensive data analysis,
nuanced feature extraction, and sophisticated user interaction.
The advancement of intelligence technologies, including deep
learning, generative artificial intelligence, and digital twins,
is crucial to meeting these requirements. They promise to
improve how we interact with digital content, augment the
security of online environments, and bridge the gap between
the physical and digital worlds in unprecedented ways, thereby
enhancing interactivity, security and connectivity of Web 3.0.

1) Deep Learning: Deep learning (DL) employs artificial
neural networks to analyze and learn from complex data
patterns [145]. It plays a crucial role in incorporating smart
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TABLE VI: Summary of Intelligence Technology

Technologies Key Features

Potentials in Web 3.0 References

Automatic feature extraction and end-to-end, adap-

Deep learning tive learning

Promote network traffic prediction, digital asset manage-

ment, content review, and data processing [145]-[152]

Generative artifi-

L . Multimodal content understanding and generation
cial intelligence

Enable convenient and personalized productivity tools [153]-[155]

Digital twins Realistic visualization, modeling and mirroring

Enable real-time, data-driven simulations and interactions [156]-[158]

features and applications into Web 3.0. DL includes sev-
eral types of implementation structures. Notable examples
include deep neural networks (DNNs) [146], convolutional
neural networks (CNNSs) [147], and recurrent neural networks
(RNNSs) [148], each contributing uniquely to DL capabilities
and applications. Among these structures, DNN provides the
foundational architecture for learning hierarchical represen-
tations of data, while CNN excels in processing grid-like
data such as images, and RNN is specialized for sequential
data like text or time series. Additionally, deep reinforcement
learning (DRL) combines DL principles with reinforcement
learning, enabling machines to learn optimal behaviors through
environmental interaction [149]. DRL stands out for its ability
to make decisions in complex and uncertain environments,
which makes DRL particularly useful in areas like autonomous
vehicles and robotics, where adaptive and intelligent decision
making is crucial.

In Web 3.0, DL can enhance network security by detecting
potential network intrusions and predicting network behaviors
[150]. DL can also generate digital assets for Web 3.0 and
establish an efficient digital asset circulation system [151].
DL’s contribution also extends to content ecosystem main-
tenance, where it supports content management systems in
filtering inappropriate and false information. Moreover, DRL
enables the optimization of data collection strategies in Web
3.0 decentralized storage systems, and can adaptively optimize
the system’s data throughput [152].

Looking ahead, DL’s integration with Web 3.0 will promise
more efficient, secure solutions for network prediction, digital
asset management, content review, and data processing. This
evolution will undoubtedly enable the handling of increasingly
complex application scenarios in Web 3.0.

2) Generative Artificial Intelligence: Generative artificial
intelligence (GAI), a cutting-edge domain within the broader
Al landscape, stands out for its ability to autonomously gen-
erate novel, multimodal content, including text, images, and
audio-video materials. GAI’s potential for application spans
a wide range, from revolutionizing content creation across
various media to enabling more dynamic and personalized
interactions within the burgeoning Web 3.0 networks [153].

The GAI field has significantly evolved, highlighted by
launch of OpenAI’s ChatGPT and the development of notable
large language models, e.g., xAI's Grok-1, Meta’s LLaMA 2,
and Google’s Gemini. GAI techniques can be categorized into
creative and general techniques [154]. Creative techniques,
including generative adversarial networks and diffusion mod-
els, excel in producing diverse content. General techniques,
particularly the transformer model, revolutionize the natural
language processing. These techniques collectively improve
the efficiency and quality of content creation and distribution.
Beyond content generation, GAI profoundly impact digital

assets and enrich data economy by analyzing comprehensive
datasets to enhance information flow and add substantial value
to data [155].

GALI serves as a pivotal force in accelerating the transition
to Web 3.0, equipping us with reliable and convenient pro-
ductivity tools. It opens up reams of business opportunities,
fostering innovation and enabling the creation of new value in
ways previously unimaginable.

3) Digital Twins: Digital twins (DTs) are digital replicas
of real world physical component, product or equipment,
which was first proposed in 2003. DT is founded on three
main attributes, i.e., the real space, the virtual space, and
the communication link between them [157]. The capability
of DTs for dynamic sensing and intelligent decision-making
serves as crucial technical foundations for engaging with the
virtual world in Web 3.0 scenarios.

Recently, DTs have seen initial applications, e.g., data
access management and smart manufacturing [156]. Digi-
tal twins are central to enabling intelligent decision-making
through advanced simulations, thereby fostering Web 3.0
digital ecosystem which is both secure and efficient. DT
revolutionizes the way to visualize designs, bringing them to
life in stunning 3D. It allows for comprehensive testing and
simulation within a virtual environment, outlining a vision for
secure and efficient manufacturing process. Moreover, multiple
DTs can be connected in a distributed and open way, thus
mirroring large-scale and complex physical environments of
Web 3.0 [158].

DTs will play a lager role in advanced simulation, real-time
data mirroring, and decentralized decision-making, thereby
enhancing interactivity, authenticity, and reliability across Web
3.0 digital platforms and services.

D. Communication and Network Technology

Web 3.0 use cases includes some high-fidelity ones like
metaverse, rich mixed-reality experience which require reli-
able, low-latency and high-performance communication con-
nectivity. 5G and promising 6G ensure pervasive connectivity
with improved network efficiency and traffic capacity, provid-
ing reliable communication technical support for the use cases
aforementioned [163]. Beyond communication technologies,
there is a requirement that reshaping underlay network to
a more decentralized and automated structure in consistent
with user sovereignty and decentralization principle of Web
3.0 [46]. Applications of Internet of Things, software-defined
networking and self-organizing network can facilitate this
transformation of network structure and significantly enrich
network functionality in Web 3.0.

1) Cellular Communication: Cellular communication, piv-
otal in connecting terminals and network devices through wire-
less channels, enables seamless connectivity while moving.

Authorized licensed use limited to: TONGJI UNIVERSITY. Downloaded on October 01,2025 at 13:32:57 UTC from IEEE Xplore. Restrictions apply.
© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Communications Surveys & Tutorials. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOl 10.1109/COMST.2025.3589692

WEB 3.0: A SURVEY ON THE ARCHITECTURES, ENABLING TECHNOLOGIES, APPLICATIONS, AND CHALLENGES 18

TABLE VII: Summary of Communication and Network Technology

Technologies Key Features

Potentials in Web 3.0 References

Cellular communication . .
density connection

Extensive coverage, rapid transmission, and high-

Enable pervasive and ultra-reliable wireless

access and communications [1591-{163]

Internet of things . . . .
information perception and processing

Interconnectivity in the physical world, extensive

Enable physical information transmission,

analysis, and sharing [164], [165]

Software-defined

networking plane separation

Programmable network controls, control and data

Provide flexible and manageable network

solutions [166]-[168]

Self-organizing network

ment, and rapid deployment

Dynamic topologies, autonomous network manage-

Facilitate efficient and robust communica-

tion in complex environments (1691-171]

With evolution into the 5G and 6G era, cellular communication
features the traits of extensive coverage, rapid transmission,
and high-density connections [159], forming the backbone for
pervasive and ultra-reliable wireless interaction in Web 3.0.

The application of 5G and 6G technologies marks a substan-
tial increase in data rates compared to the prevalent 4G stan-
dards, catering to the escalating data demands and facilitating
real-time interactions within the data-intensive digital sphere
of Web 3.0 [160]. On the other hand, cellular communication
will further enhance Web 3.0 applications on mobile devices,
improving user experience. The expanded bandwidth of 5G
and 6G can support multi-access and high-precision networked
sensing services for terminal users in Web 3.0 [161], which
aligns with the requirements of Web 3.0 interfaces and foster-
ing the evolution of next-generation mobile devices and smart
wearable devices [162]. As cellular communication offers a
more user-friendly connection network [163], it can enhance
user interaction for decentralized Web 3.0.

Cellular communication plays a crucial role in providing
ubiquitous and high-quality connection, laying a open, secure,
and efficient communication foundation for the construction
and development of Web 3.0.

2) Internet of Things: Internet of things (IoT), comprising
a network of interconnected sensors and objects, expands
the boundary of Web 3.0 by providing real-world inputs to
the digital world. Enabled by technologies like RFID tags,
actuator nodes, and smart sensors [164], IoT facilitates an
unprecedented scale of connectivity among physical objects,
providing seamless information transmission, analysis, and
sharing capabilities for Web 3.0.

As IoT evolves, it showcases enhanced diversity, intelli-
gence, and security, aligning with the objectives of Web 3.0.
User-friendly IoT architectures improve the customization and
interoperability of services within the Web 3.0 ecosystem,
allowing for interactions tailored to individual needs [164].
This adaptability plays a crucial role in addressing critical
Web 3.0 requirements, such as security and privacy. Also, IoT
utilizes sensors to realize automatic information perception,
thus ensuring timeliness and improving utilization efficiency
of data in the realm of Web 3.0. Furthermore, integrating
blockchain and deep learning with IoT platforms facilitates
secure data sharing and distributed storage [165], supporting
real-time processing and analysis of IoT data at both the
network’s edge and the cloud. This integration reduces the
overhead associated with data management and processing,
streamlining operations within the Web 3.0 framework.

IoT can exploit the wealth of information from the physical
world for enhanced information management and processing,
paving the way for a Web 3.0 digital ecosystem characterized

by intelligent, secure interactions across a myriad of devices
and platforms.

3) Software-Defined Networking: Software-Defined Net-
working (SDN) emerges as a transformative network architec-
ture that enables direct programmability of network control,
decoupled from packet forwarding [166]. This architectural in-
novation lends SDN exceptional adaptability, making it ideally
suited to support the diverse, open, and dynamic application
landscapes characteristic of the Web 3.0 ecosystem.

SDN architecture, comprising the infrastructure, controller,
and application layers, uses APIs like Openflow for inter-
layer communication, and separates control and data planes for
agile network management. This separation boosts operational
efficiency and adaptability, allowing for flexible network re-
configuration and dynamic data path optimization to reduce la-
tency [167]. SDN’s streamlined API facilitates comprehensive
network oversight, enabling establishment of attack detection
frameworks against threats such as distributed denial of service
(DDoS) attacks in Web 3.0 [168]. Additionally, SDN’s inte-
gration with network feature virtualization (NFV) technology
supports network slicing, which help resource optimization for
varied business needs and service requirements in Web 3.0
environments.

SDN embraces specialized network management capabil-
ities, such as flexible resource distribution and advanced
security protocols, which can enhance the flexibility, security,
and operational efficiency of networks within the Web 3.0
ecosystem.

4) Self-Organizing Network: Self-organizing networks
(SON) are adept at self-configuration, optimization, and man-
agement, making them ideal for complex networking environ-
ments. They feature interconnected devices, rapid deployment,
dynamic topologies, and robust management [169], facilitating
scalable and flexible communication for heterogeneous net-
works in Web 3.0.

Research on SON includes vehicular ad-hoc networks
(VANETSs) and mobile ad-hoc networks (MANETSs), with
MANETS forming self-configuring networks of mobile devices
connected wirelessly, and VANETSs focusing on vehicle com-
munication to improve traffic safety and reduce congestion
[170]. SON’s decentralized architecture enhances flexibility,
making VANETSs important in Web 3.0 for seamless vehicle
information exchange and MANETSs adaptable to changing
conditions, ensuring resilient and efficient communication
[171]. Moreover, integration with blockchain protects against
security threats like data tampering and spoofing attacks, and
incorporating swarm intelligence boosts spectral and energy
efficiency.

Through its flexible network architectures, SON notably
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TABLE VIII: Summary of Other Technologies

Technologies Key Features

Potentials in Web 3.0 References

Spatial Technology Collection and analysis of geographic data

Provide location-based services and satellite

Internet coverage [172], [173]

Real-time physical-digital interaction and

I sive Technol .
mmersive lechnology multi-sensory engagement

Enrich user experience with interactive vir-

tual environments [174]-[176]

enhances the resilience of Web 3.0 networks by facilitating
efficient, stable, and secure communication within complex
and evolving environments.

E. Other Technologies

Beyond the technologies previously discussed, additional
innovations are fortifying Web 3.0, enriching its capabilities
and value. For instance, spatial technology provides pricise
3D, wide area coverage and geolocation data, enhancing user
experiences through precise, reliable spatial services. Immer-
sive technology fosters lifelike and customizable services,
improving user engagement. Together, these advancements
are steering the development of Web 3.0 frameworks and
applications towards a more open, interactive, and intelligent
future.

1) Spatial Technology: Spatial technology, including geo-
graphic information systems (GIS), real-time location systems
(RTLS), and satellite Internet, is key to acquiring, processing,
and analyzing geospatial data, advancing Web 3.0’s use of
reliable and multidimensional spatial information [172].

In Web 3.0, broad and seamless spatial positioning coverage
is essential. RTLS excels in real-time, precise object local-
ization, benefiting healthcare, logistics, and manufacturing.
Indoor positioning systems (IPS), using technologies like
ultra-wideband (UWB), optical, and collaborative approaches
[173], enable high-accuracy localization in enclosed spaces,
supporting applications like communication systems. Satellite
Internet frameworks, such as Starlink, OneWeb and StarNet,
aim to provide global, high-speed Internet by deploying low
earth orbit satellites, ensuring widespread access to Web 3.0
resources and services.

Spatial technology provides comprehensive and accurate
spatial positioning capabilities, promoting seamless Internet
coverage and accessibility in the Web 3.0 environment.

2) Immersive Technology: Immersive technology, including
virtual reality (VR), augmented reality (AR) and mixed reality
(MR), represents a transformative shift towards creating more
engaging and interactive digital spaces [174]. Immersive tech-
nology marks a pivotal shift towards more experientially rich
digital spaces.

Immersive technology, encompassing AR, VR, and MR,
merges the digital with the real in unique ways. AR enhances
real-world perception by overlaying virtual elements, VR
immerses users in a virtual space, and MR combines both
to allow interaction between real and virtual worlds. These
technologies enrich user experience through advanced data
visualization and sensory interfaces [175], fostering innovative
interaction modes in Web 3.0. They enable creative socializing
and collaboration, extending Web 3.0’s reach to include phe-
nomena like Web VR and VR communication [176], further
deepening the interconnection between the physical and cyber
worlds.

By simulating sensory experiences such as sight and hear-
ing, immersive technology offers users the perception of being
present in a virtual or augmented environment, thereby greatly
enhancing user engagement and interactivity within Web 3.0.
This technology promises a future of deeply immersive digital
interactions in Web 3.0.

F. Lessons Learned

In this section, we show five pivotal technologies underpin-
ning the evolution of Web 3.0, focusing on techniques that
enhance trustworthiness, secure and efficient data storage and
processing, intelligent services, multi-modal communications,
and comprehensive network support. The discussed frame-
works, mechanisms, algorithms, and underlying principles
collectively address a number of concerns with regard to trust,
security, scalability, and efficiency within Web 3.0.

Specifically, trustworthy technologies foster secure and con-
fident interactions in Web 3.0, where trust is not a given.
It ensures that data remains private and secure throughout
its lifecycle. Storage and computing mechanisms significantly
improve the efficiency and reliability of data management sys-
tems. Intelligent technologies address the complex challenges
of analyzing vast amounts of data and securing networks,
bridging the gap between the physical and digital realms
in Web 3.0. Communication and network solutions provide
secure, efficient, and adaptable foundations for a wide range
of scenarios and applications. Furthermore, the development of
Web 3.0 is also being driven by other emerging technologies,
such as those offering spatial and immersive capabilities.
Together, these technologies pave the way for a decentralized,
intelligent, and autonomous Web 3.0 ecosystem, heralding a
transformative era in digital interaction and service delivery.

Despite these potentials, key technologies of Web 3.0
also face a number of challenges. First, it is crucial to
achieve a balance among decentralization, privacy protection,
scalability, performance, and security, but this becomes par-
ticularly difficult in heterogeneous Web 3.0 environments.
These environments often involve participants with varying
trust demands and regulatory frameworks and thus require
adaptive mechanisms to manage trust dynamically. Storage and
computing technologies also encounter difficulties in ensuring
data integrity and availability, especially under risks such as
data retention and false replication. These challenges intensify
with the need to process an exponentially growing volume
of data while maintaining low operational costs. Meanwhile,
intelligent technologies should enhance their capacity to effi-
ciently handle increasingly diverse and unstructured datasets in
Web 3.0. For real-time applications, there remains a pressing
issue of achieving computational efficiency and accuracy under
strict time constraints. Furthermore, the decentralized nature
of Web 3.0 leads to variability in network performance.
This complicates the design of communication and network
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solutions to ensure consistent quality of service. In Web
3.0, minimizing latency and achieving seamless interoperabil-
ity across decentralized, multi-party systems remain critical
challenges for these technologies. In addition, spatial and
immersive technologies present unique challenges in Web 3.0.
Spatial technologies should address data accuracy, privacy, and
scalability issues. Immersive technologies, on the other hand,
require seamless integration with decentralized infrastructures
to support shared and interoperable virtual environments.
Finally, integrating these diverse technologies into a unified
Web 3.0 ecosystem requires consistent efforts that include,
for example, standardization, cross-platform compatibility, and
data ethical considerations. It will be essential to address the
aforementioned challenges properly to realize the full potential
of these Web 3.0 technologies.

In summary, a substantial body of research recognizes the
vital role of blockchain and AI within the Web 3.0 framework.
These studies highlight the use of blockchain and Al in im-
plementing essential Web 3.0 technologies, such as regulatory
supervision, privacy computing, and distributed storage, as
previously discussed. However, there remains a need for a
more profound examination of the underlying principles and
mechanisms of these technologies beyond mere implementa-
tion. Currently, there exists a significant research gap in this
domain, offering a vast landscape for future investigation.

V. APPLICATIONS AND SERVICE USE CASES

Web 3.0 DApps have driven rapid evolution across a broad
spectrum of scenarios. This section introduces several repre-
sentatives of Web 3.0 applications and service use cases.

A. DePIN

DePIN, standing for Decentralized Physical Infrastructure
Networks, is an emerging application field in the Web 3.0
industry. DePIN systems are built on blockchain as the se-
cure and trustworthy data-recording system, with the Internet
of Things (IoT) as the foundational hardware, and token
economics as the incentive scheme. It encompasses a vast
infrastructure network and economic system that includes
wireless networks, energy, navigation maps, cloud storage, and
other categories [177]. Compared to the traditional centralized
physical infrastructure networks operated by enterprises, De-
PIN is identified by the following three characteristics:

o Openness: The decentralized infrastructure network con-
structed by DePIN allows anyone to join or exit, breaking
down market barriers originally established by monopoly
enterprises. This promotes free competitions and compre-
hensive developments within the industry.

o Collective-Ownership: DePIN are built on blockchain
technology to create token-incentivized networks, where
participants are economically rewarded for deploying and
maintaining the physical infrastructures of the networks.
This bottom-up approach ensures that the ownership of
the network is decentralized among numerous partici-
pants, rather than controlled by a few shareholders or
corporations.

o Decentralization: Decentralized networks, as opposed
to traditional centralized infrastructure networks, offer
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Fig. 8: The categories of the current DePIN systems.
greater robustness and security. The ownership of the net-
work is distributed among numerous participants, making
it more resistant to corruption, hijacking, and hacker
attacks that often occur in centralized networks.

As shown in Fig. 8, DePIN systems can be roughly grouped
into two major categories:

1) Physical resource DePIN: In these DePINs, the partic-
ipants are incentivized to deploy physical devices in
different geographic locations to provide unique and
irreplaceable services that are related to the locations.

2) Digital resource DePIN: In these DePINs, the participants
allocate their unused capacity of digital resources, such
as bandwidth, storage, and computing power, to server
other demanders.

The services provided by the physical resource DePIN can
be mainly classified as sensor services and wireless services.
DePIN create sensor services by utilizing the participant’s
deployed sensors to collect various real-world environmental
data for other demanders. DePINs create wireless services by
constructing decentralized wireless hotspots using the wireless
networking devices deployed by the participants.

Services provided by digital resource DePIN can be clas-
sified mainly as bandwidth, storage, computing, and artifi-
cial intelligence services. The bandwidth services includes
Browser, Virtual Private Network, Content Delivery Network,
and Web Prox. The storage services include Database and File
Storage. One well-known example of the File Storage network
is Filecoin, where miners earn token incentives by storing
files for users [178]. The computing services can be further
divided into General Purpose Computing (such as Akash,
which provides Computing Power to support many kinds of
computation, ie., Al, ML, and Web 3.0 applications [179])
and Specific Purpose Computing (such as Graph, which is
dedicated to indexing and querying blockchain data [180]).
The Artificial Intelligence services can be further classified
into Al Frameworks that aid in the development and deploy-
ment of Al applications, Machine Learning Models that are
pre-trained models deployed on the network for invocation,
and GPU Marketplace in which users can rent idle GPUs and
TPUs for computation.

In essence, DePIN signifies a transformative transition in
the deployment and maintenance of physical infrastructure.
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Despite the ability of DePIN to scale rapidly and its potential
to disrupt large legacy industries, it currently faces several
challenges. These challenges encompass the imperative need
to ensure network scalability, uphold data privacy and se-
curity, and foster interoperability between DePIN networks.
Conquering these obstacles is of paramount importance for the
ascendance of DePIN as the preeminent paradigm for building
and operating infrastructure in future large-scale applications.

B. NFT

Non-Fungible Tokens (NFTs) are distinct digital assets that
serve as proof of ownership or authenticity for specific items
or content, such as artwork, collectibles, virtual real estate,
in-game items, and real-world assets. The implementation of
NFTs typically relies on blockchain technology. NFTs can be
classified into two main categories based on their blockchain
implementations, with Ethereum and Bitcoin representing the
respective types. Initially, NFTs emerged from smart contracts
on the Ethereum blockchain, enabling developers to create
NFTs that comply with proposals such as ERC-721 and ERC-
1155 [181]. In contrast, the implementation of NFTs on the
Bitcoin blockchain presented challenges due to its reliance
on the script programming language. However, significant
upgrades, such as Segregated Witness and Taproot [182], were
completed on the Bitcoin Mainnet, addressing some program-
ming issues and paving the way for a Bitcoin NFT ecosystem.
Recently launched protocols such as ordinals [183] and atom-
icals [184] in 2023 have provided standardized approaches for
implementing NFTs on Bitcoin, gaining substantial attention.

NFT solutions, fundamentally geared toward Web 3.0 de-
centralized applications, are expected to possess the following
characteristics [185]:

« Verifiability: The metadata and ownership of NFTs can

be publicly verified.

o Transparent Execution: The execution of NFT related
activities, including minting, selling, and purchasing, are
publicly visible.

o Tamper-Resistance: Once the metadata of NFT and
the transactions of NFT have been confirmed onto
blockchain, the corresponding records cannot be manip-
ulated.

« Availability: Each NFT contains up-to-date user-friendly
and clear ownership information.

o Atomicity: Each execution about NFTs must be com-
pleted in a consistent, isolated, and durable (ACID)
atomic transaction.

NFTs can provide self-sovereignty for other Web 3.0 decen-
tralized applications, such as Web 3.0 games. In Web 3.0
games, NFTs enable players to fully own in-game assets
and collectibles and interact with these assets across different
platforms, addressing the limitations of traditional games.

While NFTs offer unique advantages for Web 3.0 decen-
tralized applications, they also have certain weaknesses that
should be considered. Some of the technique weak points of
NFTs are:

o Scalability: As NFTs gain popularity, the scalability of

blockchain networks becomes a concern. The current
implementations of Ethereum and Bitcoin face challenges

in handling high transaction volumes, resulting in in-
creased fees and slower transaction times for NFT-related
activities.

o Interoperability: NFTs are often built on specific
blockchain platforms, which can limit their interoperabil-
ity across different ecosystems. This lack of interoper-
ability hinders the seamless transfer and usage of NFTs
across multiple platforms or applications.

o Standardization and Regulation: The NFT ecosystem
lacks standardized frameworks and regulations, which can
lead to challenges in areas such as intellectual property
rights, copyright infringement, and fraud prevention. The
absence of clear guidelines and standards may hinder the
broader adoption and trust in NFTs.

o Market Volatility and Speculation: The NFT market
has witnessed significant volatility, with prices of NFTs
fluctuating drastically. This volatility introduces risks for
both creators and investors, as the value of NFTs can be
highly speculative and subject to market sentiment.

It is important to acknowledge these weaknesses and address
them through ongoing research to ensure the long-term sus-
tainability and development of NFTs in the Web 3.0 world.

C. Social Networks

In Web 2.0, social networks are web-based services domi-
nated by platforms such as Facebook, YouTube, and TikTok,
which allow users to interact with the network rather than
merely consuming its content. While Web 2.0 social networks
provide convenience to users, they may also bring about
several issues, including:

o Data Silos: Web 2.0 social network services are pro-
vided by centralized third-party entities that often collect
significant amounts of user data, including personal pro-
files, interests, interactions, and behavior. This data can
be exploited for commercial purposes, such as targeted
advertising and sales, thereby exposing users to the risks
of attacks and data breaches.

« Information Leakage: Insufficient security and data pro-
tection measures on the platforms can lead to the hacking
or accidental disclosure of users’ personal information,
posing potential privacy and security concerns.

o Filter Bubbles: The platform’s recommendation algo-
rithms may exhibit biases, causing users to be trapped in
information bubbles where they can only access a narrow
range of information, lacking diversity and objective
viewpoints.

Web 3.0 social networks aim to create an open and decen-
tralized platform to address the drawbacks of Web 2.0 social
networks [186]. As shown in Fig. 9, the protocol stack of
Web 3.0 social networks can be divided into three layers:
the application layer, the middle layer, and the underlying
layer. In the application layer, Web 3.0 social network provides
three different types of applications: many-to-many, one-to-
one, and one-to-many. In the middle layer, along with the
essential user-generated content, several decentralized fea-
tures differentiate Web 3.0 social networks from Web 2.0
social networks. These include self-sovereign identity (SSI),
virtual asset, financial system, and governance system. The
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Fig. 9: The protocol stack of Web 3.0 social networks.

underlying layer consists of the foundational technologies and
hardware that support the middle layer, such as blockchain
technology, decentralized storage technology, edge and cloud
computing technology, end-user devices, media sensors, and
communication networks.

Based on smart contracts and decentralized storage technol-
ogy, SSI can help users better control their digital identities
and data [187]. Users possess the autonomy to decide whether
to share their data with third parties, thereby reducing the
risks associated with centralized platforms exerting control
over user data and its potential misuse. Furthermore, Web 3.0
social networks prioritize user participation and governance.
Through governance systems built on smart contracts and
DAOs [188], users can participate in the decision-making
and management processes of social networks, collectively
determining platform rules and development directions. Trans-
parent governance mechanisms enable users to comprehend
how recommendation algorithms function, ensuring algorithm
fairness and transparency, and permitting personalized settings
to customize recommendations. This reduces the presence of
algorithmic biases, enabling users to access a more diverse and
objective range of information and avoid information bubbles.
Additionally, Web 3.0 social network services incorporate AR
and VR technologies into the hardware, providing users with
a more immersive social experience [189].

Currently, one of the pressing challenges for Web 3.0 social
networks is the decentralized storage of dynamic data. This
capability is crucial for supporting applications such as stream-
ing media and social media. Given the immutability of on-
chain data, constructing social network applications directly
atop this data layer is challenging. Protocols like Ceramic,
Livepeer, Lit Protocol, and Tableland [190]-[193] are designed
to address this issue. These protocols focus on managing
and storing dynamic data such as images, videos, and text.
Ceramic Network, for instance, aims to tackle this problem by
providing a data layer on top of IPFS. It manages and tracks
state transitions and associates data with data structures that
facilitate easy read and write operations. Similarly, Tableland
offers a technical solution to address the limited storage space
in EVM smart contracts. It establishes a data layer that allows
users to store, read, and write data in a more cost-effective
manner compared to a pure EVM environment, providing more
storage capacity. Once the challenge of decentralized storage

for dynamic data is resolved, Web 3.0 social networks will
find widespread applications, offering users worldwide a more
open, transparent, democratic, and inclusive experience.

D. DeFi

DeFi, an abbreviation for Decentralized Finance, refers to
the peer-to-peer financial services provided on blockchains.
DeFi offers services similar to traditional finance, such as
lending, insurance, asset management, derivative trading, and
asset exchange. However, as illustrated in Fig. 10, the core
difference is that DeFi relies on decentralized technologies
as the trust endorsements rather than centralized third-party
institutions, which traditional finance relies on. Compared to
traditional finance dependent on centralized third-party institu-
tions, DeFi usually exhibits the following four characteristics
[194]:

o Non-custodial: Participants have full control over their

own funds at all times.

o Permissionless: Anyone can interact with the financial
services without being subject to the intervention or
censorship from a third-party.

o Code Openness: Anyone can audit the system’s state.

o Composability: The financial services can be combined
in arbitrary ways, allowing for the creation of new
financial products and services.

DeFi services are typically provided in the form of decen-
tralized applications (DApps). Various DApps can be devel-
oped on the blockchain through the creation and invocation of
various smart contracts. To implement DeFi protocols effec-
tively, smart contracts need to possess the following character-
istics: 1) sufficient expressive ability to encode protocol rules;
ii) allow for conditional executions and bounded iterations;
iii) enable communications between contexts through message
calls (typically transactions) within the same execution; iv)
support atomicity, meaning transactions either fully succeed
(state is updated) or fully fail (state remains unchanged),
preventing any execution from resulting in an invalid state.

DeFi projects can be categorized into lending, trading,
payment, wallet, protocol interface, infrastructure, and data
analysis types. Below are some examples of different types of
Defi projects. MakerDAO [195], launched in 2014 and built on
Ethereum, is a DeFi project focused on lending functionality.
It allows users to borrow digital assets pegged to the value
of the US dollar by using certain tokens in Ethereum as
collateral. Uniswap [196], a DeFi project for trading function-
ality, is a decentralized exchange built on Ethereum. Instead
of using the traditional order book model, this exchange
employs an automated market maker model, enabling users to
swap tokens between different assets. Flexa [197], a payment-
oriented project, offers a payment network for merchants to
accept digital cryptocurrencies, mitigating fraud or volatility
risks through off-chain collateralization. Other DeFi projects
include Alpha Wallet, Lightning Network, Bamboo Relay, 0x
Tracker, catering to wallet, protocol interface, infrastructure,
and data analysis applications, respectively.

While DeFi introduces numerous benefits such as trans-
parency, accessibility, and innovation, it also poses significant
risks, particularly in the context of financial crimes like
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money laundering. Unlike traditional finance, DeFi operates on
permissionless and pseudonymous blockchains, where users
can interact with financial services without undergoing Know-
Your-Customer (KYC) or Anti-Money Laundering (AML)
checks. This lack of identity verification and oversight creates
opportunities for malicious actors to exploit DeFi platforms for
laundering illicit funds. For example, users can create multiple
wallet addresses on different blockchains without revealing
their real-world identities, and moreover DeFi protocols often
facilitate cross-chain asset transfers, enabling users to obscure
transaction trails by moving funds across multiple blockchains,
making it challenging to trace the origin of funds. To address
these risks, several regulatory and technological measures can
be implemented to enhance the security and compliance of
DeFi platforms:

o Regulatory Measures: i) Mandatory Compliance Frame-
works: Governments and regulatory bodies could estab-
lish mandatory compliance frameworks for DeFi plat-
forms, requiring them to integrate KYC/AML procedures
while balancing user privacy. ii) On-Chain Analytics:
Regulators can leverage blockchain analytics tools to
monitor suspicious activities, identify patterns of money
laundering, and trace illicit funds across DeFi protocols.
iii) Global Coordination: Given the borderless nature
of DeFi, international cooperation among regulators is
essential to establish consistent standards and prevent
jurisdictional arbitrage.

o Technological Solutions: i) Decentralized Identity Solu-
tions: Integrating decentralized identity (DID) systems
into DeFi platforms can enable privacy-preserving KYC
processes, allowing users to prove their identities without
exposing sensitive information. ii) Smart Contract Au-
diting: Regular audits of smart contracts can ensure that
DeFi protocols do not include features that enable money
laundering or other illicit activities. iii) Transaction Mon-
itoring Tools: Advanced machine learning algorithms can
be deployed to detect anomalous transaction patterns in-
dicative of money laundering. iv) Zero-Knowledge Proofs
(ZKPs): ZKPs can be used to verify compliance with
KYC/AML regulations without revealing user identities,
striking a balance between privacy and security.

o Community and Ecosystem Initiatives: i) Self-Regulation:
DeFi communities can adopt self-regulatory practices,
such as implementing voluntary KYC measures or flag-

ging suspicious activities. ii) Educational Campaigns:
Educating users and developers about the risks of money
laundering and the importance of compliance can foster
a more secure DeFi ecosystem.

While DeFi holds the potential to revolutionize the financial
industry, its permissionless and decentralized nature introduces
unique challenges, particularly in combating money launder-
ing. By adopting a combination of regulatory frameworks,
technological innovations, and community-driven initiatives,
the risks associated with illicit activities can be mitigated
without undermining the core principles of decentralization
and user autonomy. Future research should explore the balance
between regulation and decentralization to ensure that DeFi
remains a secure and inclusive financial ecosystem.

E. DAO

With the rapid emergence of the Web 3.0 concept, DAOs
have flourished as a novel organizational form. The manage-
ment and operational rules of such organizations are typically
encoded on the blockchain in the form of smart contracts,
allowing them to function autonomously without centralized
entities or third-party interventions [198].

In 2016, Diedrich [199] proposed that people could encode
the operational rules of organizations, enabling distributed,
automated, and self-governed organizations on blockchain
platforms like Ethereum. That same year, The DAO [200], a
decentralized investment fund guided by a decentralized group
of investors and secured by Ethereum, was launched as the
world’s first DAO project. The investors of The DAO, can hold
tokens that grant them the rights to review, vote, and receive
profit dividends from The DAO. Within the same year, Aragon
introduced a set of DAO smart contract templates [201]. In
2017, Maker DAO launched a collateral-backed stablecoin
called DAI, combining the low volatility of fiat currency
with the decentralized nature of cryptocurrencies [195]. Perez
Riaza [202] studied 122 cryptocurrency datasets and found that
DAOs exhibited higher efficiency compared to other projects,
serving as catalysts for improving market efficiency.

However, the development of DAOs still faces numerous
challenges. In 2016, The DAO suffered a hack in its founding
year, leading to a hard fork in Ethereum [203]. Additionally,
research and analysis of 1,859 DAOs [204] revealed that most
DAOs were inactive, primarily due to the high interaction
costs. Simultaneously, the increase of token prices attracted
a large number of speculators to DAOs, other than real
participants and contributors to DAOs.

In recent years, the improvement of DAOs has generally
followed the three directions illustrated in Fig. 11: the cost
reduction, the speculation suppression, and the people-centric
approach. Although smart contracts can automatically execute
specified operations, the cost of invoking smart contracts is
prohibitively high due to the throughput limitations of the
current main blockchain platforms, preventing DAOs from
autonomously executing a large volume of high-frequency
organizational actions [205]. To address the issue of expensive
execution costs, Q.org [206] and Metis [207] have developed
Layer 2 solutions applicable to DAOs. Through mechanisms
such as Snapshot [208], Aragon Govern [201], DAOs can

Authorized licensed use limited to: TONGJI UNIVERSITY. Downloaded on October 01,2025 at 13:32:57 UTC from IEEE Xplore. Restrictions apply.
© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Communications Surveys & Tutorials. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOl 10.1109/COMST.2025.3589692

WEB 3.0: A SURVEY ON THE ARCHITECTURES, ENABLING TECHNOLOGIES, APPLICATIONS, AND CHALLENGES 24

Organization Organization

g

1 Reduce Costs

H

1

1

H

| Curb Speculati

E& urb Speculation T
:

1

)

-

Progress
PR

Human-centered

Decentralized Decentralized

Autonomous

Autonomous

Fig. 11: The three directions on how to improve DAOs.

organize off-chain votes without consuming any transaction
fees since the entire process does not require the initiation of
any on-chain transactions. Furthermore, Giveth [209], SeeDAO
[210], and HashKey [211] are attempting to create a new token
theory that combines tokens, soulbound tokens (SBTs), and
regular NFTs. By binding SBTs to individuals or organiza-
tions, the transferability of tokens and NFTs can be limited to
discourage speculation. At the same time, linking reputation
to SBTs can increase the transparency and accountability of
organizations, as SBTs record an individual’s or organization’s
reputation and contributions. The Polygon Foundation pro-
poses that DAOs should draw inspiration from game design to
create fairer and more reasonable incentive mechanisms and
individual growth paths, fostering healthy DAO communities.

F. Games

The video games in the world of Web 3.0 are built on
blockchain. Currently, there is no precise definition for Web
3.0’s blockchain games, but they generally refer to games that
store tokens (such as in-game items) in a distributed ledger
on a cryptocurrency network [212]. These games incorporate
concepts like NFTs and DAOs to design innovative game-play
mechanics and provide new gaming experiences.

CryptoKitties, launched in 2017 [213], is considered the first
blockchain game. Built on the Ethereum platform, it combines
game-play with NFTs, allowing players to trade and breed
virtual NFT cats for profit.

Following the success of CryptoKitties, Axie Infinity was
introduced in 2018 [214] and has continued to expand the
playability of blockchain games. Players collect NFT pets to
participate in battles, earning tokens called SLP for feeding
and breeding. Additionally, PvP battles, pet trading, and rare
pet collection can also generate profits for players.

In recent years, with the increasing interest in blockchain
games, more and more of them have been developed, covering
a wide range of game genres. Pixels is an open-world Web
3.0 game launched in 2021, where players engage in farming
activities by collecting various resources [215]. MATR1X is
an innovative platform that combines culture, entertainment,
Web 3.0, artificial intelligence (Al), and esports [216]. The
MATRI1X platform has released two highly anticipated games:
MATR1X FIRE and MATR1X BATTLE, which offer classic
first-person shooter (FPS) and battle royale gameplay, respec-
tively. Other examples include Apeiron, which combines god
simulation, roguelike, action role-playing (ARPG), and card
game-play [217], and Wreck League, a mech combat game
based on NFTs [218]. There’s also Treeverse, an open-world
MMORPG game [219].

These blockchain games record game assets using ERC-20
or NFT tokens and implement decentralized operations and
management to some extent through DAOs. Play-to-Earn is
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Fig. 12: The schematic diagram comparing blockchain games
and on-chain games.

a prominent business model, where players can earn actual
income by playing the games and trading in-game items.

As illustrated in Fig. 12, in these mentioned blockchain
games, the blockchain is primarily used for recording digi-
tal assets, while fast-response features such as combat and
movement are still implemented by traditional game servers;
however, there is also another form of Web 3.0 games called
fully on-chain games, where all game states and logic are
executed on the blockchain. For example, Dark Forest is
a fully on-chain MMO space conquest real-time strategy
game based on the “dark forest” concept [220]. It utilizes
on-chain technology and zk-SNARKS to achieve its unique
game-play experience. Fully on-chain games are a relatively
niche segment within the Web 3.0 ecosystem, but there are
still community members, researchers, and developers actively
exploring the boundaries of fully on-chain games.

G. Metaverse

Metaverse refers to an immersive virtual or digital universe
where individuals embody an alternate self through emerging
technologies such as augmented reality (AR) and virtual reality
(VR), and interact with others within the virtual world [221].
In Metaverse, participants can interact, create, and own digital
assets, as well as engage in various social, economic, and
gaming activities. It is a concept that envisions a shared virtual
space that transcends individual platforms and applications,
allowing users to immerse themselves in a decentralized and
interconnected digital realm.

Blockchain technology plays a crucial role in enabling the
development of Metaverses by providing the necessary in-
frastructure for secure and transparent transactions, ownership
verification, and decentralized governance. Metaverses built
on blockchain ensure the integrity and immutability of digital
assets, allowing users to have true ownership and control
over their virtual possessions. NFTs, DAOs, and DeFi can
fundamentally transform the virtual world of the Metaverse
into a decentralized and democratic virtual society with its
own economy and governance system [222]. For example,
through the use of NFTs, blockchain-based metaverses enable
the creation, trade, and ownership of unique digital assets, such
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as virtual real estate, artwork, avatars, items, and more. The
project of Sandbox [223] transitioned to be as a Web 3.0 Meta-
verse in 2020 by utilizing blockchain technology. In Sandbox,
users can create various tools and NFTs on the user-generated
content (UGC) platform provided by the project team and
obtain ownership over their creations. Additionally, blockchain
technology facilitates interoperability between different Meta-
verses and applications, enabling seamless transfer of assets
and data across various platforms. This interoperability allows
users to have a consistent experience and access their assets
across multiple Metaverse environments.

The concept of Metaverse has gained significant attention
and popularity in recent years, driven by the rise of virtual
reality, augmented reality, and blockchain technology. It offers
the potential for new forms of social interaction, immersive
gaming experiences, virtual economies, and even opportunities
for real-world integration. However, it is important to note that
the development and realization of a fully-fledged Metaverse
are still ongoing and require advancements in various tech-
nologies, including blockchain, virtual reality, artificial intelli-
gence, and user experience design. The Metaverse represents
an exciting frontier in the evolution of digital experiences,
presenting possibilities for innovation, creativity, and new
ways of interaction in the digital realm.

H. Challenges faced in Web 3.0 Applications

Currently, these emerging Web 3.0 applications have some
common challenges that need to be addressed.

o Scalability: Many Web 3.0 applications face scalability
challenges, especially when experiencing high transaction
volumes. This can lead to network congestion, slower
transaction times, and increased transaction fees, limiting
the scalability and mass adoption of these applications.

« User Experience: The user experience of Web 3.0 appli-
cations can be complex and unfamiliar to traditional inter-
net users. Issues such as wallet management, transaction
confirmations, and interacting with smart contracts can
create barriers to entry and hinder mainstream adoption.

« Interoperability: Achieving interoperability between dif-
ferent Web 3.0 applications and blockchain networks is
still a challenge. Lack of standardization and compati-
bility can limit the seamless transfer of assets and data
between different platforms, hindering the overall user
experience and utility of Web 3.0 applications.

o Security and Smart Contract Risks: Web 3.0 applica-
tions are susceptible to security vulnerabilities, including
smart contract bugs, hacks, and exploits. The irreversible
nature of blockchain transactions can magnify the impact
of these risks, leading to significant financial losses and
reputational damage.

o Regulatory Uncertainty: The regulatory landscape sur-
rounding Web 3.0 applications and cryptocurrencies is
still evolving and varies across jurisdictions. This un-
certainty can create compliance challenges and limit the
growth and adoption of Web 3.0 applications, particularly
in areas such as DeFi and tokenized assets.

o Lack of Real-World Integration: While Web 3.0 ap-
plications offer innovative solutions, their integration

with traditional systems and real-world use cases is still
limited. Bridging the gap between Web 3.0 and existing
infrastructures, regulations, and financial systems remains
a challenge to achieve widespread adoption.

Addressing these challenges is crucial for the continued
development and success of Web 3.0 applications. Solutions
such as new smart contract virtual machines, blockchain shard-
ing, new consensus mechanisms, layer 2 scaling, improved
user interfaces, interoperability protocols, enhanced security
auditing, regulatory clarity, and collaborations with traditional
industries may overcome these challenges and unlock the full
potential of Web 3.0 technologies.

VI. EVALUATION CRITERIA

This section presents a comprehensive evaluation of Web 3.0
based on Quality of Service (QoS), decentralization, security,
scalability, and energy consumption.

A. Overview of Evaluation criteria

Nowadays, the Web 3.0 applications have covered a wide
range of areas such as finance, gaming, and social media
(as detailed in Section V). Establishing evaluation criteria for
these applications is paramount for both users and developers.
These criteria provide universal benchmarks to assess an appli-
cation’s performance, usability, and overall effectiveness [224].
Serving as metrics, they can empower users to adequately
choose DApps that match their needs and guide developers in
creating Web 3.0 technologies that fulfill their intended goals.
However, specific characterizations of universally applicable
evaluation criteria for Web 3.0 are rather challenging due to
the following factors. Firstly, Web 3.0 is still in development,
and the underlying frameworks are continuously evolving,
rendering relevant performance metrics quickly outdated. Sec-
ondly, as the landscape of Web 3.0 is significantly diverse, the
performance criteria of different applications built on various
blockchains, protocols, and architectures vary significantly. For
instance, the DeFi applications (see Section V-D) demand high
transaction speed, while the blockchain-based decentralized
social networks (see Section V-C) prioritize the needs of
scalability and user experience.

In response to these challenges, we conduct a thorough
literature review of academic papers and real-world appli-
cations of Web 3.0 [225]-[229]. Building upon this review,
we introduce the key evaluation metrics for Web 3.0 that
include QoS, decentralization, security, scalability, and energy
consumption. These metrics enable us to quantify and evaluate
the performance of Web 3.0 applications, platforms, and
components such as consensus mechanisms.

B. Quality of Service (QoS)

In Web 3.0, QoS refers to the user experience of a network
service. This includes factors such as availability, reliability,
latency, and throughput.

1) Availability: Availability indicates the percentage of
time that the network is operational and accessible to users
[230]. Generally, high availability ensures a smooth user
experience and minimizes disruptions, which is indispensable
for the Web 3.0 applications that rely on consistent network
access. Industry standards typically recommend annual uptime
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of at least 99.999% (i.e., 5 nines availability) for most network
applications [231]-[233]. For example, a decentralized storage
network (DSN) such as IPFS [234] has an uptime of 99.999%,
which equates to a maximum of 5 minutes and 26 seconds
of annual downtime. This exemplifies the significance of
availability for user access and data retrieval in DSN.

2) Reliability: Reliability is used to assess a network’s con-
sistency and fault tolerance in service delivery [235]. Consis-
tent performance is a key aspect of reliability, as it guarantees
uniform transaction speeds, latency, and overall performance
across the Web 3.0 network. This provides users with reliable
and predictable interactions, regardless of the volume of usage
or time. In addition, fault tolerance is another crucial aspect
of reliability. It ensures the network’s overall service remains
available even if individual components experience failures,
such as hardware malfunctions or software bugs. Let us take
IPFS for example that allows users to store data securely
on a distributed network of computers instead of relying on
centralized servers. The consistency of IPFS performance is
specified as predictable average upload and download speeds
to guarantee reliable data transfers with minimal fluctuations.
Then, fault tolerance is further bolstered by IPFS’s error
correction mechanisms, such as replication verification and
exchange [236]. These mechanisms proactively detect and
recover corrupted data copies across the network, and thereby
safeguards data integrity and prevents loss during potential
node issues.

3) Latency: In the Web 3.0 applications, latency, defined
as the time delay between action initialization and response
reception over a network, significantly impacts user experience
and responsiveness [237], [238]. Latency stems from two key
factors:

« Network Propagation Delay refers to the time required
for a transaction to travel across the network and reach
all participating nodes. The delay fluctuation is attributed
to factors like network congestion and geographical dis-
tances between nodes.

o Validation and Consensus Delay represents the time
required for validators to verify a transaction’s legit-
imacy and reach a consensus on its inclusion within
the blockchain. This delay hinges on the complexity
of the validation process and the underlying consensus
mechanism (e.g., the delay of PoW is dramatically larger
than PoS and Practical Byzantine Fault Tolerance (PBFT)
[239] due to solving extremely complicated hash puz-
zles).

Apparently, high latency significantly degrades the user expe-
rience in the Web 3.0 applications [240]. Prolonged waiting
time for transaction confirmation (e.g., minute-long delays for
basic transactions) unavoidably results in user frustration and
dissatisfaction, ultimately hindering the widespread use of the
Web 3.0 applications.

Industry standards recommend a target latency of less than
100milliseconds (ms) for real-time applications and less than
500ms for non-real-time applications. Specifically, real-time
applications, such as online gaming, live auctions, and de-
centralized financial trading, necessitate prompt feedback and
responsiveness for optimal performance. These applications

rely on near-instantaneous user interaction, and even a tiny
delay (e.g., 100ms) can cause perceptible lags. The 100ms
threshold is generally considered to be the limit of human
perception, beyond which most users become aware of delays,
diminishing the perceived real-time interaction. Non-real-time
applications can tolerate higher latency without a critical
impact on user experience. Nevertheless, exceeding 500ms
may negatively affect user experience, particularly in scenarios
involving frequent interactions (e.g., social networks).

4) Throughput: Throughput, as a key aspect of QoS in
Web 3.0, refers to the rate of successful data transfer or
transaction processing achieved within a network over a spe-
cific timeframe. Essentially, it quantifies the volume of data
processed or the number of transactions completed per unit
time, typically measured in transactions per second (TPS).

The throughput of Web 3.0 is influenced by the following
factors. Firstly, larger transactions require more processing
power and storage space on the blockchain, which results in
lower throughput. Similarly, network congestion arises when
many users attempt transactions simultaneously, leading to
slower processing time and reduced throughput. Secondly,
the usage of the distributed consensus mechanism imposes a
significant impact on the throughput. In particular, traditional
PoW relies on intensive hash computations. This limits the
number of transactions processed per block and hinders overall
throughput. Conversely, some PoS variants (e.g., [241]-[243])
prioritize efficiency in order to offer higher throughput. Lastly,
the underlying blockchain architecture also affects throughput.
For example, block size, validation process, and network
infrastructure contribute to the overall throughput capacity.

Low throughput in Web 3.0 presents two significant chal-
lenges that negatively impact user experience (UX): limited
scalability and network congestion [244], [245]. Insufficient
throughput limits the network’s capacity to handle growing
user demand and transaction volume. This, in turn, inhibits
application growth and scalability. During periods of high
usage for the Web 3.0 applications, exceeding the network’s
throughput capacity can result in network congestion. This can
disrupt network stability, potentially cause transaction failures,
and even degrade UX.

With the reference to [246], we list the throughput of
mainstream Web 3.0 applications in Table IX.

C. Decentralization

Decentralization distributes control and decision-making
from a central authority (e.g., individual, organization, or
group) to a network of participants. This reduces the reliance
on trust between participants and discourages any single entity
from manipulating the network [247]. Despite widespread
claims of decentralization, many Web 3.0 projects exhibit
substantial discrepancies in how control is distributed, how
transparency is implemented, and how participation oppor-
tunities are offered. Evaluating these aspects is crucial to
understanding the nuances of decentralization and ensuring
that projects adhere to their decentralized design principles.

To evaluate the degree of decentralization in the Web
3.0 projects, we take into account various factors, including
permissionless participation, transparency, governance model,

Authorized licensed use limited to: TONGJI UNIVERSITY. Downloaded on October 01,2025 at 13:32:57 UTC from IEEE Xplore. Restrictions apply.
© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Communications Surveys & Tutorials. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOl 10.1109/COMST.2025.3589692

WEB 3.0: A SURVEY ON THE ARCHITECTURES, ENABLING TECHNOLOGIES, APPLICATIONS, AND CHALLENGES 27

TABLE IX: Estimated Throughput Thresholds for Various Application Types

Application Type Estimated Throughput Threshold (TPS) Rationale
Voting systems 10-100 Security and transparency are paramount, with moderate
transaction speed needs.
Tnternet of Things applications 10-100 May 1nvolv§ freq.uen.t sensor data upda.tes, but might not
require high individual transaction speed.
. Requires reliable data tracking and record-keeping, with
Supply chain management 100-500 moderate transaction speed demands.
Users do not require immediate confirmation for most
Social Applications 100-500 actions. Focuses on information sharing and community
building.
Decentralized Storage 500-1,000 While fz?st data retrleval.ls desirable, immediate cor.lhrmatlon
might not be crucial for every storage operation.
Exchange Applications 1.000-5.000 Faster transaction E.rocessm_g is crpglal during periods of
igh trading activity.
Decentralized Finance Applications 2.000-10,000 Users expect fast and erﬁcw'nt execution of financial
transactions.
Gaming Applications 5.000+ Requires near-instantaneous transaction processing for
smooth and responsive gameplay.

consensus mechanism, network scale, Gini coefficient, and
Nakamoto coefficient.

1) Permissionless participation: The Web 3.0 applications
are characterized by permissionless participation, which signi-
fies an open and accessible environment [248]. In other words,
individuals can join and contribute without needing approval
from a central authority. This fosters a level playing field by
providing equal opportunities for all participants, governed by
established protocols and rules.

By lowering entry barriers, permissionless participation
empowers individuals with Internet access to contribute their
skills and ideas. Such behavior fosters innovation and con-
tributes to a more diverse and robust ecosystem.

2) Transparency: In Web 3.0, transparency ensures the
openness and accessibility of information within decentralized
networks and applications. In particular, in a decentralized
environment without any centralized coordination, mutual trust
among distributed nodes becomes paramount [249]. Trans-
parency assessment of Web 3.0 includes the following crit-
ical criteria. Firstly, data visualization tools and user-friendly
interfaces are provided for effective data representation. Sec-
ondly, comprehensive and user-friendly tutorials should be
readily available to facilitate fundamental understanding of
the network’s operations. Lastly, the public availability of the
project’s codebase as open-source software allows users to
directly review and verify the code’s functionality.

3) Governance model: DApps in Web 3.0 rely on gover-
nance models to define the structure, processes, and protocols
for collaborative project management and control. Effective
governance models are essential for promoting collective
decision-making to align community interests, ensure fairness
and transparency, promote a sustainable ecosystem, and miti-
gate potential risks [250]. The governance models of Web 3.0
primarily fall into three categories: on-chain, off-chain, and
hybrid.

e On-chain governance embeds proposal and voting
mechanisms directly within the blockchain. Voting rights,
tied to token ownership, ensure alignment with token
holder incentives [251].

« Off-chain governance relies on external platforms such
as forums, chat applications, or dedicated applications for
discussions and voting [252]. This approach encourages

broader community participation but may raise concerns
about data security and vote manipulation.

o Hybrid governance combines elements of both on-
chain and off-chain models, potentially offering enhanced
flexibility and security [253], [254].

4) Consensus Mechanisms: In Web 3.0, the decentraliza-
tion of consensus mechanisms determines the distribution of
transaction verification and network state agreement among
participants. Generally, a larger number of independent nodes
and a more equal distribution of power lead to higher decen-
tralization. Consensus mechanisms can be further categorized
based on the level of decentralization: highly decentralized,
moderately decentralized, and partially decentralized.

o Highly decentralized consensus mechanisms involve a
large number of active participants, which strengthens
the network’s robustness and resistance to censorship.
Examples include PoW blockchains like Bitcoin, wherein
miners compete to solve cryptographic puzzles to validate
transactions. Other mechanisms in this category include
PoS [255] and Proof of Age [256].

o Moderately decentralized consensus mechanisms in-
volve a smaller group of participants rather than highly
decentralized ones. However, these participants are not
pre-selected or given special privileges. Examples in-
clude Directed Acyclic Graph (DAG) [257], variations
of Byzantine Fault Tolerance (BFT) [239], [258], and
Delegated Proof of Stake (DPoS).

o Partially decentralized consensus mechanisms involve a
limited number of participants, that require permission or
hold special privileges. These systems offer faster trans-
action processing but raise concerns about censorship and
control due to the limited number of validators. Examples
include Proof of Authority [259], Proof of Activity [260],
and Federated Byzantine Agreement [261].

5) Network scale: A larger network scale, measured by the
number of independent nodes participating in a blockchain
network, is the indicator of greater decentralization. This
wider distribution of power across the network reduces the
potential influence of any individual actor (e.g., a user or a
corporation). Furthermore, inherent redundancy of a large and
distributed node enhances network resilience. This ensures that
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the network remains functional even if some nodes become
compromised or unavailable. Additionally, a larger and more
diverse node scale renders successful network attacks more
challenging. This is due to the fact that malicious nodes
need to compromise a significant portion of nodes to disrupt
operations.

From [262]-[265], we analyze the number of nodes for
popular blockchain networks on March 1, 2024. Bitcoin main-
tains the largest network with 18,224 nodes, while Ethereum
operates 7,106 nodes. Other blockchain networks demonstrate
varying levels of decentralization: Binance Smart Chain, Dash,
Litecoin, and Dogecoin comprise 1,506, 2,989, 898, and 622
nodes, respectively.

6) Gini coefficient: The Gini coefficient is a widely recog-
nized metric to measure income inequality. It offers valuable
insights into resource distribution within Web 3.0 networks
[266]. The coefficient ranges from O (i.e., perfect equality) to
1 (i.e., perfect inequality) and can be used to analyze token
distribution, voting power, and mining or staking rewards.
For example, a high Gini coefficient in token distribution
indicates that a small number of entities hold a large share of
tokens. This ownership concentration can centralize power and
decision-making within the network, potentially undermin-
ing the decentralization of the Web 3.0 networks. Similarly,
voting rights in many Web 3.0 projects are linked to token
ownership. A skewed token distribution can result in voting
power imbalances, which can further hinder the degree of
decentralization. The Gini coefficients of Bitcoin, Ethereum
under PoW, and Ethereum under PoS are 0.6538, 0.8298, and
0.8457, respectively [225], [267].

While the Gini coefficient sheds light on token distribution,
it exhibits limitations as a measure of decentralization in
blockchains. It overlooks other critical aspects, such as node
distribution, decision-making processes, and control over the
infrastructure. Furthermore, the Gini coefficient fails to capture
the full spectrum of power dynamics within a network. Even
projects with balanced token distribution can be susceptible
to centralization if certain actors hold undue influence or
control resources. Moreover, its applicability is limited in Web
3.0 projects without native tokens or where token ownership
does not directly translate to voting rights. To address these
shortcomings, the Nakamoto coefficient has been proposed as
a more comprehensive measure of blockchain decentralization.

7) Nakamoto coefficient: The Nakamoto -coefficient,
named in honor of Bitcoin’s creator, is a metric used to eval-
uate the level of decentralization within a blockchain network
[268]. More precisely, the Nakamoto coefficient quantifies the
minimum number of colluding entities (e.g., nodes, miners,
or validators) required to compromise a critical resource
within a decentralized network. This critical resource could
be computing power, stake, or any other factors essential
for network security. In simpler terms, a higher Nakamoto
coefficient signifies that more entities are required to control a
majority of the network’s resources, indicating a higher degree
of decentralization.

The Nakamoto coefficient can be mathematically defined
for a subsystem s with K participants. Each participant
wields a certain proportion (i.e., p;) of control over the

subsystem, where p; represents the relative influence or stake
each participant holds within the subsystem. The coefficient
of this subsystem (i.e., Ng represented by the sum of their
proportions) is then calculated as the minimum number of
participants whose aggregated control exceeds 51%:

k
Ny=min{ke[l,...,K]: > p;>051
=1

The Nakamoto coefficients of Bitcoin, Ethereum under PoW,
and Ethereum under PoS are 5,401, 285, and 275, respectively
[225].

D. Security

Web 3.0’s emphasis on decentralization and trustworthiness
reduces dependence on centralized authorities through the
distributed architecture of the blockchain. However, this dis-
tributed architecture introduces a significant challenge [269]-
[271], i.e., heightened vulnerability to malicious nodes without
robust security measures. Furthermore, the financial nature of
Web 3.0, where users hold and transact cryptocurrencies and
digital assets, amplifies the impact of security breaches.

Smart contracts, immutable programs deployed on the
blockchain, define the core functionalities and business logic
of Web 3.0 applications. They automate tasks, manage user
interactions, and ensure transparent execution of operations
within the application. However, these contracts can be sus-
ceptible to permanent exploitation due to vulnerabilities (e.g.,
reentrancy attacks [272] and integer overflow errors [273]).
Such vulnerabilities can lead to stolen funds or manipulated
systems. Furthermore, inadequate security exposes Web 3.0
platforms to Sybil attacks [274], where malicious nodes create
fake identities to gain undue influence. For instance, Certik’s
2023 Web 3.0 Security Report [275] documented 751 success-
ful attacks on Web 3.0 projects, resulting in over $1.84 billion
in losses.

1) Account security level: In contrast to traditional
username-password accounts, the Web 3.0 accounts rely on
cryptographic private keys. These keys safeguard access to
user funds and assets stored on the blockchain. If compro-
mised, evildoers can steal the user’s cryptocurrency holdings
or manipulate their digital assets. Unlike Web 2.0, Web 3.0
lacks a central authority to recover lost funds or reset accounts.
Therefore, the responsibility for secure private key storage falls
entirely on the user.

The authors of [276] propose two dimensions for evaluating
the security level of Web 3.0 accounts: multi-factor authenti-
cation and recovery options. Firstly, multi-factor authentica-
tion refers to additional verification methods required during
account recovery, such as verification codes or biometrics.
Secondly, recovery options represent the number of indepen-
dent channels available for account retrieval, with a minimum
of two recommended to avoid single points of failure. Table
X details the established security levels based on the two
dimensions.

2) Consensus security: Web 3.0 security hinges on the
robust consensus mechanisms employed by blockchain. These
mechanisms ensure that all participating nodes agree on the
validity of transactions and the current state of the distributed
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TABLE X: Web 3.0 Account Security Levels

Factor Recovery .
Level Authentication Paths Explanation
0 0 0 Irrecoverable
| | 0 No additional validation
beyond the mnemonic phrase.
Only one factor needs to be
2 1 1 . .
verified during recovery.
During recovery, multiple
3 1 2 factors must be verified
simultaneously.
Each recovery path requires
4 2+ 1 . .
verification of one factor.
Each recovery path requires
5 2+ 2 simultaneous verification of
multiple factors.

ledger. Without secure consensus mechanisms, blockchains
become vulnerable to manipulation, such as double-spending
attacks [277]. This vulnerability inevitably imposes a negative
impact on Web 3.0 and potentially compromises the security
of DApps.

Today, prevalent consensus mechanisms in Web 3.0 include
PoW, PoS, and PBFT. Each mechanism offers unique security
characteristics along with inherent trade-offs.

o PoW secures the Web 3.0 networks by making it com-
putationally expensive to engage in malicious activities
like double-spending attacks and Sybil attacks. This high
computational cost discourages such attempts but comes
at the expense of limited scalability and significant energy
consumption. Additionally, PoW remains susceptible to
51% attacks, where a malicious actor gains control over a
majority of the mining hash rate, potentially manipulating
the network [278].

o PoS presents a more scalable and energy-efficient alter-
native to PoW. PoS secures the network by requiring
validators to have a stake in the cryptocurrency. This
stake incentivizes validators to act honestly, preventing
double-spending and Sybil attacks. However, PoS intro-
duces new security challenges. A major concern is the
“nothing-at-stake” problem [279], where validators with
minimal stake might have less incentive to rigorously
validate transactions. Another concern is the potential
susceptibility of PoS to collusion attacks [280], where
a large group of validators could conspire to manipulate
the network if they collude.

o PBFT addresses a specific class of failures in distributed
systems known as Byzantine faults. These faults manifest
as unpredictable and potentially malicious behavior from
nodes. Specifically, PBFT can tolerate up to f Byzantine
failures in a network with N validator nodes, where
f = % This tolerance renders PBFT particularly
suitable for permissioned networks with a limited number
of known and trusted validators.

E. Scalability

Web 3.0 scalability refers to the capacity of a network or ap-
plication to adapt to a growing number of users, transactions,
and data, while maintaining performance and security [281].
Without scalability, the Web 3.0 networks would struggle to
accommodate the increasing number of users, transactions, and

29

TABLE XI: Scalability Comparison of Consensus Mechanisms

in Web 3.0
Consensus o Project
Mechanism TPS Scalability Examples
.. Bitcoin (BTC),
PoW 5-7 Limited Litecoin (LTC)
Ethereum 2.0
. . (ETH), Cardano
PoS 100-1000 Moderate (ADA). Polkadot
(DOT)
EOS (EOS),
DPoS 1000-10000 Moderate Tron (TRX)
The scalability is
. Hyperledger
BFT 1000-10000 | ‘mpacted by the | g Ll S Tana
number of (SOL)
validators.
Potentially IOT/}_I(CI;/SSTA)’
DAG millions of High
TPS Hashgraph
(HBAR)

data, which significantly result in slow transactions and high
fees.

In this subsection, we focus on three primary factors that
influence Web 3.0 scalability: throughput, block size, and
confirmation time.

1) Throughput: Throughput, as mentioned in Section
VI-B, refers to the number of transactions that a blockchain
network can process per unit of time. Here, we explore the
impact of consensus mechanisms on throughput in Web 3.0.

As established earlier, consensus mechanisms ensure agree-
ment among network participants on transaction validity and
the ledger state. Firstly, POW relies on miners solving compu-
tationally intensive cryptographic puzzles to validate transac-
tions. This process leads to a slow transaction processing rate
and limited throughput due to its high computational demands.
Secondly, PoS utilizes validators who stake cryptocurrency
to secure the network. Validation is based on factors like
stake size and randomness. This leads to increased throughput
compared to PoW blockchains. Third, PBFT achieves con-
sensus through communication between validators, which can
enable significantly higher throughput compared with PoW
or PoS. However, as the scale of the blockchain network
scale expands, the communication overhead among distributed
nodes increases exponentially. This makes PBFT unaffordable
for large-scale the Web 3.0 networks. Lastly, DAG-based
consensus mechanisms [282] allow for parallel processing of
transactions, potentially enabling very high throughput.

From the performance analysis from [264], [283], Table XI
presents a comparative overview of the scalability potential of
leading consensus mechanisms in Web 3.0.

2) Block size: Within Web 3.0, the block size is the
maximum amount of data that a block can hold. These blocks
act as containers for storing transaction details and other
relevant information. The size of the blocks directly impacts
the scalability of the blockchain network.

Ideally, enlarging the block size theoretically has the poten-
tial to improve scalability, due to faster transaction confirma-
tion and a better user experience [284], followed by significant
drawbacks in terms of increased storage requirements, slower
validation and propagation, and extended validation times.
Firstly, larger block sizes require more storage space and
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computing power, making it more difficult for individual nodes
to store the entire blockchain. Additionally, larger blocks
take longer to validate and propagate throughout the network,
making them more susceptible to certain attacks such as
reorganization attacks [285]. Finally, validators take longer to
process transactions because they need to handle the increased
data volume within larger blocks.

Different blockchains have adopted varying strategies for
block size management. Bitcoin, for instance, currently em-
ploys a fixed block size for the sake of security and decen-
tralization. In spite of simplicity, the choice of the invariant
block size is suboptimal as the transaction volume grows
[286]. On the other hand, Ethereum dynamically adjusts the
block size according to network conditions. This dynamic
offers the potential for improved scalability by accommodating
fluctuations in transaction volume. However, the dynamic
strategy introduces additional complexity in terms of network
congestion control and governance.

With data sourced from [264], we analyze the average block
sizes of popular blockchains from March 1, 2024, to March
31, 2024. The block sizes of Bitcoin, Ethereum, Litecoin,
Dogecoin, and Dash are 1744.55 KB, 113.50 KB, 237.90 KB,
175.58 KB, and 17.11 KB, respectively.

3) Confirmation time: In Web 3.0, confirmation time refers
to the duration required for a transaction to be irreversibly
recorded on the blockchain network. Specifically, within a
blockchain network, the journey of a transaction begins when
it is submitted by a user. The transaction is then propagated,
or broadcast, to other nodes on the network. Then, validators
verify the transaction’s validity and include it within a block.
Once the block containing the transaction is added to the
blockchain ledger, the transaction is considered confirmed.

The number of confirmations required to finalize a transac-
tion varies over different blockchains. Generally, more confir-
mations enhance transaction security. With each confirmation
(i.e., an additional block added to the blockchain), the compu-
tational effort required to successfully reverse the transaction
increases exponentially. This significantly diminishes the like-
lihood of a successful rollback attack [287].

Several factors affect confirmation time in blockchain net-
works: network traffic, block size, and the consensus mecha-
nism employed. Heavy network congestion significantly ex-
tends confirmation time due to increased competition for
limited block space. Conversely, larger block sizes can po-
tentially accelerate transaction confirmation time by including
more transactions per block. Additionally, different consensus
mechanisms lead to varying confirmation times. For example,
PoW blockchains, with their computationally intensive mining
processes, typically exhibit slower confirmation times than
PoS blockchains, which have faster validation mechanisms.

We present the confirmation and irreversibility time of
popular blockchains, based on data from [264] in Table XII.

F. Energy consumption

1) Sustainability: The sustainability of Web 3.0 requires
a comprehensive approach that goes beyond simply reducing
energy consumption. It necessitates a holistic evaluation of
Web 3.0 technologies’ environmental, social, and economic

TABLE XII: Comparison of Confirmation Time and Irre-
versibility Time in Popular Blockchains

Blockchains | Consensus ('Zonﬁrmatlon Irreve'r51b111ty
Time (Average) Time
Bitcoin PoW 10 minutes 6 confirmations
(1 hour)
Ethereum PoS 12 seconds 20 conﬁ{matlons
(4-6 minutes)
Binance PoS 3 seconds 25 confirmations
Smart Chain (1-2 minutes)
12 confirmations
Avalanche PoS 2 seconds (24 seconds)
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Fig. 13: Historical annualised electricity consumption

impacts (ESG). As Web 3.0 rapidly expands, its responsibility
to operate sustainably becomes paramount. This translates to
minimizing environmental damage and mitigating its contri-
bution to climate change [288]. Sustainable practices are not
merely environmentally friendly but are critical for Web 3.0’s
long-term viability [289].

According to [290], the energy consumption and carbon
footprints per transaction for Bitcoin, Ethereum, and Visa as
of July 2021 differ significantly. Bitcoin transactions have
the highest environmental footprint at 844.13 kg of CO2 and
1,777.11 kWh of energy per transaction. Ethereum follows
with 59.55 kg CO2 and 125.36 kWh, while Visa transactions
are just 0.00045 kg CO2 and 0.0015 kWh each.

2) Cambridge Bitcoin Electricity Consumption In-
dex(CBECI): Developed by the University of Cambridge
[291], CBECI estimates the daily energy consumption of
the Bitcoin network. This index leverages hash rate data
and incorporates factors like mining difficulty, geographical
distribution of miners, and hardware assumptions to calculate
energy consumption. These insights offer valuable information
about the environmental impact of Bitcoin mining. Fig.13
illustrates Bitcoin’s power consumption from 2019 to 2024
according to the CBECL

G. Others

1) Privacy: Web 3.0’s core principles of user empower-
ment enable anonymous interaction with DApps for basic
functionality [52], [292]. However, additional verification may
be required for specific purposes. This approach grants users
fine-grained control (i.e., meaning very detailed control) over
the data they share with DApps and with whom they share
it. DApps themselves are designed to collect and store only
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the minimal data necessary for their functionalities, thus
minimizing privacy exposure and potential risks. Furthermore,
DApps must clearly disclose their data collection, usage, and
storage practices. Finally, user-friendly guidance on managing
privacy settings empowers users to make informed choices
about their data.

2) Interoperability: Interoperability is a foundational as-
pect of Web 3.0 that enables seamless communication and
data exchange across blockchain networks, applications, and
protocols. Generally, three key metrics can be utilized to assess
its effectiveness [143], [293]-[295]. The first metric assesses
support for cross-chain communication standards like the
Inter-Blockchain Communication (IBC) protocol and tokeniza-
tion standards like ERC-20 and ERC-721. These standards
facilitate asset and data transfer between different blockchains.
The second metric to assess interoperability is whether DApps
leverage standardized data formats like JSON-RPC and REST-
ful APIs for communication. Using standardized data format
enables seamless data exchange and integration between the
Web 3.0 services. Finally, an assessment of cross-platform
user identity management capabilities is crucial. This involves
support for decentralized identity protocols like Decentralized
Identity Foundation (DIF) and authentication mechanisms like
Open Authorization (OAuth) and allows user verification and
authentication across different networks and applications.

3) Transaction fees: Transaction fees are charges paid
to validators for processing and validating transactions on a
blockchain network. Users pay these fees when interacting
with the blockchain, such as sending cryptocurrency or using
DApps. High transaction fees can make Web 3.0 applications
too expensive for everyday use. The evaluation of transaction
fees helps users to assess the cost-effectiveness of using
the Web 3.0 applications. Transaction fees are influenced
by multiple factors, including network demand, transaction
complexity, and the consensus mechanism. Firstly, as demand
for network transactions increases, transaction fees tend to rise
due to competition among many users for limited block space.
This results in transactions with higher transaction fees being
more likely to be included in the block. Additionally, complex
transactions, such as those involving smart contracts, often pay
higher fees due to their computational requirements. Finally,
PoW-based blockchains typically have higher fees compared
to those using PoS consensus mechanisms. Overall, based on
their needs, users can choose the blockchain with the most
suitable transaction fees.

Based on [264], we analyze transaction fees across popular
blockchains on March 1, 2024. Bitcoin fees typically range
from $2-$10 on average but can exceed $50 during peak
demand. Similarly, Ethereum fees range from $5-$50, occa-
sionally spiking above $200. Comparatively, other blockchains
such as Litecoin ($0.10-$1), Solana ($0.01-$0.10), and Car-
dano ($0.10-%0.50) offer significantly lower fees.

H. Lessons Learned

A multi-faceted evaluation through the lens of QoS, de-
centralization, security, scalability, and energy consumption
reveals the performance metrics of the Web 3.0 applications.

While Web 3.0 empowers users with greater control and
fosters a potentially trustless internet, several significant chal-
lenges persist. Challenges include achieving high transaction
throughput, ensuring true decentralization without sacrificing
security, and scaling efficiently with minimal environmental
impact. Furthermore, robust security practices and continuous
vulnerability assessments are crucial to maintaining trust in
decentralized systems. Striking a balance between decentral-
ization and scalability remains a key focus, with promising
solutions emerging like sharding and layer-2 protocols. Finally,
addressing the energy consumption concerns associated with
specific consensus mechanisms, such as PoW, necessitates the
exploration of sustainable approaches. By embracing these
insights and fostering progressive innovation, Web 3.0 can
evolve into a more user-centric, secure, scalable, and envi-
ronmentally conscious decentralized internet.

VII. FUTURE DIRECTIONS
A. Future Directions in Web 3.0 Policy and Standardization

In the rapidly evolving digital landscape, Web 3.0 represents
the next frontier, promising a decentralized, user-empowered
internet. However, the shift towards a new paradigm of Web
3.0 raises complex policy and standardization challenges. In
this survey, we explore future directions in Web 3.0 policy and
standardization, focusing on legal pluralism, governance, and
the establishment of de facto standards and standardization
bodies. The transition from Web 2.0 to Web 3.0 is character-
ized by a move away from centralized control towards a more
distributed and user-centric framework. This shift necessitates
rethinking the regulatory environment, as traditional models
may not suffice for the unique dynamics of Web 3.0.

Recent legislative initiatives such as the Data Act, Digital
Service Act, and Digital Market Act in the European Union
signal a significant paradigm shift in digital regulation [296].
These acts aim to balance the promotion of innovation with
the protection of users’ rights and the establishment of fair
competition. In Web 3.0, these regulations must adapt to the
complexities of decentralized networks, where data ownership
and control are distributed among users rather than centralized
entities, particularly through public blockchain-based infras-
tructure.

While promising, the evolution towards Web 3.0 demands
more sophisticated legal and ethical frameworks to ensure
it aligns with our fundamental values and rights protection
within decentralized ecosystems. Foreseeable conflicts be-
tween this emerging web architecture and current legislation
are clear. One notable area of potential conflict is the Right
to be Forgotten (RtbF), as mandated by the General Data
Protection Regulation (GDPR) Article 16 and other data
privacy laws [297], in contrast to the principles of Web 3.0. A
fundamental tension exists because personal data, once utilized
to train Al systems of Web 3.0, becomes deeply integrated into
the models’ architecture, including parameters, neural network
weights, and decision-making processes, while some records
may also be retained by Web 3.0 infrastructure.

On the other hand, standardization is crucial for ensuring
that Web 3.0 technologies are interoperable, secure, and user-
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friendly. It involves developing common protocols and guide-
lines that can be adopted universally. As Web 3.0 technologies
mature, there is a growing need for industry-wide standards
that facilitate seamless interaction between different platforms
and applications while ensuring compliance with regulatory
requirements.

B. Future Directions in Web 3.0 Governance

Governance in Web 3.0 extends beyond traditional legal
frameworks to include community-driven models that reflect
the decentralized nature of the technology. Web 3.0 gov-
ernance must be inclusive and participatory to reflect the
diverse interests of stakeholders and involve a broad range
of participants in governance processes, from developers and
users to regulators and civil society organizations. To facil-
itate community participation in decision-making, tools and
platforms that enable transparent and efficient governance pro-
cesses are necessary. These may include voting systems built
on blockchain technology, collaborative platforms for pro-
posal development, and mechanisms for consensus-building
among stakeholders [298]. DAOs represent a new form of
organizational structure that operates without central oversight.
Regulations for DAOs must address issues such as liability,
decision-making authority, and the distribution of financial
resources while respecting the autonomous nature of these
entities [299].

As Web 3.0 continues to develop, ensuring interoperability
between different blockchain networks and technologies be-
comes increasingly important. Regulatory frameworks should
promote mechanisms that enable different blockchain net-
works to communicate and interact seamlessly. This interoper-
ability is essential for creating a cohesive Web 3.0 ecosystem
where users can easily access services across different plat-
forms without technical barriers. Effective governance models
require evolutionary adaptability, blending flexibility with a
forward-looking strategy that forecasts and accommodates
technological advancements. This approach demands poli-
cies that are both resilient to change and consistent across
the ecosystem. Contrastingly, experimental frameworks like
Nation3’s cloud-based nation-state concept offer a radical
reimagining of governance for the Web 3.0 era [300]. This
model shifts from adaptation to transformation, advocating a
decentralized, dynamic governance structure that anticipates
and actively shapes the future of digital innovation. Such vi-
sions propose not just a response to technological evolution but
a proactive, foundational redesign of governance mechanisms
to ensure stability and foster innovation in a rapidly changing
digital world.

C. Standardization and De Facto Standards

The development of standards is a critical aspect of Web
3.0’s maturation. Standards ensure that technologies are devel-
oped in a way that is consistent with regulatory requirements
and user expectations. It delves into how the emerging Web
3.0 ecosystem is shaping up in terms of formal standardization
efforts and the establishment of widely adopted practices and
technologies that become standards in practice, even if not
officially recognized as such. Recently, communities led by

professionals have been developing standards for Web 3.0
through two distinct approaches: one by legal institutions
recognized by authorities and the other through consensus
within public Web 3.0 communities. The latter approach often
leads to de facto standards as the project’s influence grows.

1) An Overview of Ongoing Web 3.0 Standards: From
an internet and telecommunications perspective, several Stan-
dards Development Organizations (SDOs) are actively work-
ing on Web 3.0-related standards. These organizations in-
clude international ones, e.g., International Telecommunication
Union Telecommunication Standardization Sector (ITU-T),
Internet Engineering Task Force (IETF), World Wide Web
Consortium (W3C), and Institute of Electrical and Electron-
ics Engineers (IEEE), European Telecommunications Stan-
dards Institute (ETSI) along with others and regional SDOs,
e.g., China Communications Standards Association (CCSA),
Trusted Blockchain Initiatives (TBI). A diagram illustrating
the major SDOs involved in Web 3.0 can provide a visual
representation of the standardization landscape.

2) De Facto Standards in Web 3.0: De facto standards refer
to technologies, protocols, or practices that gain widespread
acceptance and become the default choice within an indus-
try, not through formal standardization processes but rather
through widespread use and consensus among stakeholders. In
the Web 3.0 space, several de facto standards have emerged,
including: Bitcoin, the first and most well-known cryptocur-
rency, has established a set of standards and protocols that
have become de facto standards within the cryptocurrency
world. While Bitcoin’s core protocol itself is a standard for
how Bitcoin nodes communicate and validate transactions,
there are additional standards and proposals that have been
developed to enhance its functionality, security, and usability.
The associated standardization process is undertaken by BIP
(Bitcoin Improvement Proposals): BIPs are the standard way
of communicating ideas and innovations within the Bitcoin
community. They propose changes to the Bitcoin protocol, new
features, and processes and conventions for the community. As
one of the earliest and most widely used blockchain platforms
for DApps and smart contracts, Ethereum has become a de
facto standard for building dApps. Notable examples are ERC-
20 and ERC-721 Tokens: These Ethereum token standards
have become de facto standards for creating fungible (ERC-20)
and NFTs (ERC-721), respectively, facilitating a wide range
of applications from cryptocurrencies to digital collectibles.
Other Web 3.0 projects, such as the InterPlanetary File System
(IPFS), may become de facto standards in their designated
fields of application. IPFS has become a widely adopted
method for decentralized storage, enabling files to be stored
and accessed in a distributed manner across the internet.
The dynamic between formal standardization efforts and the
emergence of de facto standards is crucial in shaping the
development and adoption of Web 3.0 technologies. While
formal standards ensure interoperability and reliability, de
facto standards can drive innovation and rapid adoption within
the community.

D. Lessons Learned

The evolution towards Web 3.0 presents both opportunities
and challenges for policymakers and standard-makers. As Web
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TABLE XIII: Table of Major SDOs Involved in Web3-related Standards

Category Organization Name Focus Area Examples of Work Groups/Standards
International International Telecommunication Union Telecommunications standards - Focus Group on Application of
Telecommunication Standardization Sector (ITU-T) globally Distributed Ledger Technology
. . . Internet standards, including - Network Working Group drafts on ALTO
International Internet Engineering Task Force (IETF) protocols and architecture for the blockchain
L . o Web standards, including HTML, - Blockchain Community Group and DID
International World Wide Web Consortium (W3C) €SS, and Web accessibility Working Group
International Institute of Electrical and Electronics Engineers Cofllegffécalst:r;(gjgzzrl?fcﬁil (?in Blockchain Technical Communities and
(IEEE) puting L g IEEE Standard Association
blockchain
International European Telecommunications Standards Institute Telecommunications and - Industry Specification Group (ISG)
(ETSD) broadcasting standards in Europe Permissioned Distributed Ledger (PDL)
. China Communications Standards Association Telecommunications standards in
Regional (CCSA) China - CCSA ST8 WG6
Blockchain standards and - Development of best practices and
Regional Trusted Blockchain Initiatives (TBI) practices, likely with a focus on standards for blockchain technology to
specific regions or sectors enhance trust and interoperability

3.0 moves forward, it must develop regulatory frameworks
and standards that foster innovation while protecting users’
rights and ensuring fair competition. Legal pluralism, de-
centralized governance models, interoperability, technological
governance, and the establishment of de facto standards will be
key areas of focus in shaping the future of Web 3.0 policy and
standardization. By addressing these areas thoughtfully and
collaboratively, Web 3.0 will become a robust, decentralized
internet that empowers users and supports sustainable growth
in the digital economy.

VIII. CONCLUSION

Web 3.0 promises to reshape the current Web 2.0 paradigm,
offering unprecedented opportunities for creation and collab-
oration. This survey systematically reviews the development
of Web 3.0, defining it as a new generation of World Wide
Web (WWW) characterized by decentralization, intelligence,
interoperability, and scalability. The architecture presented
herein highlights Web 3.0’s potential to provide a trustwor-
thy environment for digital interactions, extending from the
infrastructure layer to the interface layer with enhanced per-
formance. Building on key technologies, Web 3.0 is poised to
revolutionize various domains with an ecosystem that includes
applications like DePINs, NFTs, and Social Networks, evalu-
ated across multiple metrics. Furthermore, we discuss future
directions and open issues in policy, governance, and stan-
dardization. Although still in its infancy, Web 3.0 represents
a significant advancement in the landscape and experience of
future network services and applications, empowering users
to regain ownership of their identities and digital assets. This
timely study aims to illuminate the research landscape of
Web 3.0 and inspire further contributions from researchers and
practitioners in this evolving field.
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